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The context: intro-familial and extra-familial grooming
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World, ROUTLEDGE/ BFEIW]A(ECPAT Korea) H

Online Grooming of Children for Sexual Purposes: Model Legislation & GlobalReview/International Centre for
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Online Child Sexual Abuse_Grooming, Policing and Child Protection in a Multi-Media World / Elena
Martellozzo / Routledge / 2012 / Chapter 3 Young people's use of the Internet

Online Victimization of Youth — Five Years Later / Janis Wolak, Kimberly Mitchell, and David Finkelhor of the

Crimes Against Children Research Center University of New Hampshire / 2006
http://www.unh. edu/ccre/pdf/CV138, pdf

Kingdom of Bahrain State of the Nation Review of Internet Safety / Prof, Julia Davidson, Kingston University
and Dr Elena Martellozzo, Middlesex University / July 2010 / on behalf of The Telecommunications
Regulatory Authority, Kingdom of Bahrain
http://www.tra, org. bh/media/document/State%200f%20the%620nation%20review%620full2, pdf

A survey of public perceptions of child sexual abuse — responses and prevention / Stop it now! / June 2013
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a form of child abuse in which
an adult or
other person significantly older or

in a position of power or control over th
e child,

uses a child for sexual stimulation
Medline Plus; APA

« Often involve body contact,
but not always.
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« "Rheumatic fever" of child psychiatry

Type 1/II/Cross-over type traumas

Terr L. AJP 1991
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» Anna Freud et al. 1943 : groundwork

 Davie Levy 1945
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South Africa

Mugridge v S (657/12)[2013] ZASCA 43 (28 March 2013)

The appeal by Mr. Mugridge on his conviction on several charges relating to the
sexual abuse of his adopted minor daughter (rape, indecent assault and crimen injuria)
and the sentence imposed on the charge of rape (15 years). He argues that the
complainant consented to the acts and in any event, he argued that he had subjectively
believed that she had. He claimed further that she was in fact the one who had misled
him and offered herself to him. The trial court rejected that argument and it was not

challenged under the appeal. The court of appeal dismissed his appeal.

The complainant started to live with the appeallant, who was a senior pastor of a
church, when she was 7 years old and was formally adopted at the age of 15. The year
before the adoption, the complainant discovered that Mugridge had installed a hidden
video camera that could record images of her when using the shower as well as
checking her diary, The relationship grew more intimate, with them starting to share
secrets and even going to restaurants together, He regularly bought her gifts (expensive
cloths, shoes, CDs) which were hidden from his wife, Eventually Mugridge came to
frequently touch her inappropriately, He always apologized after claiming it was an
accident, This evolved into sexual acts, use of drugs and alcohol, At trial, the court dealt
with the evidence holistically in finding that the complainant did not consent to the acts
and that the appellant had the requisite mens rea to commit same, The court rejected his
defence as to consent by evaluating the complainant’s behaviour in the context of the
relationship that existed at the time of the commission of the offence, including the
vulnerabilities of the complainant and the application of general logic. The court noted
that, on the facts, the complainant had not displayed any particular conduct which
indicated her lack of consent over and above her objectives, However, any perceived
acquiescence could not be construed as consent, as the appellant had slowly groomed

her to ensure that she ultimately submitted,
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The court noted that the consent to be active, and therefore mere submission is not
sufficient. All the circumstances must be taken into account to determine whether
passivity is proof of implied consent or whether it is merely the abandonment of
outward resistance which the women, while persisting in her objection to intercourse is
afraid to display or realize is useless, In the context of sexual relations involving
children, any appearance of consent to such conduct is deserving of elevated scrutiny,
with particular attention to be paid to the fact that the person giving the consent is a
child, The inequalities in the relationship is of great important in understanding the
construction, nature and scope of the child's apparent consent to any sexual relations,
The court also noted that any behaviour that is designed to build up a relationship of
trust with a child with the longer-term goal of involving the child is some sexually

related act or acts could constitute grooming,.
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1 According to the BBC, the term “grooming” was first used in the context of sexual exploitation in 1985 by the Chicago Tribune

in an article regarding methods used by pedophiles. In the 1990s, the term became more mainstream and has become more
widely used with the increased use of the Internet. The term has since been incorporated into numerous dictionaries including
the Cambridge Advanced Learner's Dictionary and Oxford English Dictionary. The Cambridge Advanced Learner's Dictionary
defines grooming as “the criminal activity of becoming friends with a child, especially over the internet, in order to try to
persuade the child to have a sexual relationship.” The Oxford English Dictionary defines the verb ‘groom’ as “(of a paedophile)
prepare (a child) for a meeting, especially via an Internet chat room, with the intention of commiting a sexual offence.” See,
When did grooming’ become a dirty word?, BBC NEWS, Dec, 1, 2008, ar http://news.bbc, co,uk/1/hi/magazine/7758292, stm
(last visited Aug. 22, 2017). See also, Cambridge Advanced Leamer’s Dictionary, Cambridge University Press, 2003, ar
http://dictionary. cambridge. org/us/dictionary/english/grooming, OED Online, Oxford University Press, Jun, 2017, ar
https://en. oxforddictionaries, com/definition/groom (last visited Aug. 22, 2017).

2 Terminology Guidelines for the Protection of Children from Sexual Exploitation and Sexual Abuse, Terminology and Semantics
Interagency Working Group on Sexual Exploitation of Children, ar http://luxembourgguidelines.org/ (last visited Jul. 7, 2017)
(on file with the International Centre for Missing & Exploited Children).

3 In the context of this report, “online” refers to some act that has taken place on the Internet or by way of some form of
information and communication technology and is non-contact in nature; “offline” refers to some act that has occurred
face-to-face that increases the risk of a contact (physical) offense

4 C, Emmanuel Ahia et al., Protecting Children from Online Sexual Predators: Technological, Psychoeducational, and Legal
Considerations, 35 PROFESSIONAL PSYCHOLOGY: RESEARCH AND PRACTICE 68 [hereinafter Protecting Children from Online
Sexual Predators] (on file with the International Centre for Missing & Exploited Children),

5 Sandra laville, Internet used in eight cases of child sex abuse every day, NSPCC finds, Jun, 20, 2016, THE GUARDIAN, ar
https://www. theguardian. com/society/2016/jun/21/internet-used-in-eight-cases-of-child-sex-abuse-every-day-nspcc-finds (last
visited Sep. 15, 2017) (on file with the International Centre for Missing & Exploited Children).

6 Internet World Stats, ar http://www,internetworldstats, com/stats. htm (last visited Sep. 15, 2017).

7 1d,

8 International Telecommunication Union, /70U Facts and Fijgures 2017, at
http://www. itu. int/en/ITU-D/Statistics/Documents/facts/ICTFactsFigures2017. pdf (last visited Sep. 16, 2017) (on file with the
International Centre for Missing & Exploited Children),

9 Promotion and Protection of All Human Rights, Civil, Political, Economic, Social and Cultural Rights, including the Right to
Development, Report of the Special Rapporteur on the sale of children, child prostitution and child pornography 9, Najat Mjid
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Maalla, UN Special Rapporteur 2009 A/HRC/12/23, at
https://documents-dds-ny. un. org/doc/UNDOC/GEN/G09/146/27/PDF/G0914627. pdf ?OpenElement (last visited Sep. 14, 2017);
See also Henry, S., Video: Shawn Henry on Cyber Safety, Federal Bureau of Investigation (FBI), May 2011, at
https://www.fbi, gov/news/videos/henry_051611 (last visited Sep. 14, 2017) (on file with the International Centre for Missing
& Exploited Children).
10 1d,
11 The terms offender, groomer, and predator are used interchangeably throughout this report.
Victoria J. Rideout, et al., Generation M2: Media in the Lives of 8 to 18-Year-Olds 2, 11, Jan. 2010, The Henry J. Kaiser
Family Foundation, ar http://www._kff, org/other/report/generation-m2-media-in-the-lives-of-8-to-18-year-olds/ (last visited Sep.
14, 2017) (on file with the International Centre for Missing & Exploited Children),
Medierddet, Ungar och media 2006, Fakta om bams och ungas anvéndning och upplevelser av medier, (Facts about Children’s

—_
N

1

Y

Use and Experience with the Media) Stockholm: Swedish Media Council, Ministry of Education and Culture (on file with the
International Centre for Missing & Exploited Children).
4 English summary of Brd report No 2007:11, The online sexual solicitation of children by adults in Sweden (2007),
Brottsforebyggande radet,
15 Dr. Mike McGuire and Samantha Dowling, Cyber crime: A review of the evidence — Research Report 75 — Chapter 3:
Cyber-enabled  crimes  —  sexual — offending  against  children  10-11, Home  Office, Oct. 2013, ar
https://www. gov. uk/government/uploads/system/uploads/attachment_data/file/246754/horr75-chap3.pdf (last visited Jul. 5,
2017) (on file with the International Centre for Missing & Exploited Children), See also, Helen Whittle et al,, ‘Under His Spell”:
Victims” Perspectives of Being Groomed Online, Child Exploitation and Online Protection Centre, SOC, SCI. 2014 404-426 (on
file with the International Centre for Missing & Exploited Children).
Child Safety Online: Global challenges and strategies - Technical Report 41, May 2012, UNICEF Innocenti Research Centre,
at https://www. unicef-irc. org/publications/pdf/ict_techreport3_eng. pdf (last visited Jun, 26, 2017) (on file with the International
Centre for Missing & Exploited Children).
17 Steven Webster et al., European Online Grooming Project: Final Report 51, European Commission Safer Internet Plus

16

S

Programme, Mar, 2012, ar http://natcen.ac.uk/media/22514/european-online-grooming-projectfinalreport. pdf (last visited Jul.

148 ==



HOX=E

& o] Wo] ofFET Bl SRS Sr] TAE Wi, 20124 £9 Lol 17 gy
ZRAEY w2y “ojt of5Eo] WA o5 EHL} T 2 9ol As) gh= Ao= mely 1
A oFEEE SlaiAle] 4G AH9S TSR Ao RolAw Aukso e S ARIS

Asteke oAk Ao Aok webd Slgl slsiklel tie drloRsa ofxjolge)
Aol 213 EAARR A,

2okl 1Re ofmjel, 24 AR Gnstant message) <, SNs, A, 22kl A Ao
B, AL B AIE, Hol g Fa Bas o] mE Fuke sjel AFE, =ER,
-g—a&, mule) Eo Aol FFesich 2012 9 Nk AREAL S} 11164 ok 1718

W % 429lAEr} Bl o] 2R oluale 4 %am el whe Aol gl 379AlE7}
A o)2 24 HAA kAl Sk Hol Qlan 3STAETL %A o2 sNsel AT gl
Z7he Ao] glrh.2 ofeldt 71EEE FE AlhE Aol Q7] Qe Wt
o= ZpAEe] Al Uholsh S 5 5 Q= HA2duE W
o2 1 e FeiAEe oFEE 4 @ffg % qlat ofge] 41
2 glom FFHon & Aole] BAd 4F 2

SNSi= 53] -2ejel 1ol 9] ol §Eh S ASAEL SlEl W B 71%S BES A
wal7] A, ok5e] A ARE 27 98] SNsE Balsto 2R 15e) 41 el dhe Heb
3 oF52 27 9lal o8 4+ k2 o2 So AAAEE sNse] Zw m, 21734
B, B TR AREESRS] SRREE s, e AAE, AAE @) d2s) 9
S AHEE S Jek? wWebd] JRIAES 2] A4S ATl ARAS & el e
oFEg Fohdl 4 9ltk. SlEM] ol obEEe sNssh 2AvTiolg ofu] ek Qe AkET
A7) $1% FROE ol G IRrk AR AFES Wik PHOE ol3tn 53 ofF

_4

_lZi

A= aA-4d =

4

O

=)
1F

23, 2017) (on file with the International Centre for Missing & Exploited Children).

18 1d. at 13

19 Renée Kool, Prevention by All Means: A Legal Comparison of the Criminalization of Online Grooming and its Enforcement
50, 7 UTRECHT L. REV, 48 (2011) (on file with the International Centre for Missing & Exploited Children).

20 Kimberly Mitchell et al., 7rends in Youth Reports of Sexual Solicitations, Harassment and Unwanted Exposure to Pornography
on the Intemet 120-122, JOURNAL OF ADOLESCENT HEALTH 40 (2007), at http://www.unh.edu/ccre/pdf/CV135.pdf (last
visited Jul. 20, 2017) (on file with the International Centre for Missing & Exploited Children).

21 Childline, Online Grooming, at
https://www.childline, org. uk/info-advice/bullying-abuse-safety/online-mobile-safety/online-grooming/ (last visited Jun. 9, 2017).

22 Steven Webster et al., supra note 21.

23 Kim-Kwang Raymond Choo, Online child grooming: A literature review on the misuse of social networking sites for grooming
children for sexual offenses, Australian Government, Australian Institute of Criminology, Research and Public Policy Series 103
(2009) (on file with the International Centre for Missing & Exploited Children).

24 1d,

25 Id.

26 Steven Webster et al,, supra note 21,

27 1d.

“x 149



ok s5ebish 4 250 ol Eakel g uu ot 257 P
3 P 10404 174 ob5e] 257 F 1180 zElol 1E AR Edes 3449
A Aepg wgkow] 259 F 19E I5e] AR Hoels eekel ZliREH Aol
wSlthaL Wigeh, * B9 5 3 AlRE E TR Aol 10814 1741 B ol 117
1go] 1%] oR= ejel A A|o)E WekTka Mgk s

Ak 20 59 ekl A E A AAH R Aol ol BEE I8 Do 4%
o3 ejel AR ERAEIFE, vre Al T w29 A Azs)e] 7se sl
QM 2, A BAE 9 AR Htle. B4R Eehes SgEoln [ A Al
So] WAREOZ SAAET} AU & 5 Q7 HTE 3 AARNEE ol Fol| Hsla 1
S9 dgsiels Fuow 2okl AQe W4 © Bol of 6}1 oIt Ao e B
& ool £efel Hltle ARk sk okFol PHaAel WEL 9I%o] ol 36 Tl 7

|
Arte] Z53 715537 | 2 54 7AFuAleldol ks 22t
[e]

o

oX

Ul

et

ut

I-J

21 AL AFA O Sk oF5 Alolo] T BAALE AFste] W ofolEe] 2kt 9)
£ ole} IS B Felg WAS AU A 5 Al w8 ol5Ee Aele] A} A
28 1d, at 106,

29 1d,

30 The terms sexual solicitation and sexual grooming are used interchangeably throughout this report.

31 Janis Wolak et al., 7 in 7 Youth: The Statistics about Online Sexual Solicitations, Crimes Against Children Research Center,
at http://cyber. harvard, edu/sites/cyber. harvard. edu/files/1lin7Youth, pdf (last visited Sep. 10, 2017). See also, Janis Wolak et
al,, Online Victimization of Youth: Five Years Later, 2006, Crimes Against Children Research Center, at
http://www, missingkids, com/en_US/publications/NC167.pdf (last visited Sep. 14, 2017) (on file with the International Centre
for Missing & Exploited Children).

32 Lisa M. Jones, Ph.D. et al., Trends in Youth Internet Victimization: Findings from Three Youth Intemnet Safety Surveys

2000-2010, Crimes Against Children Research Center, University of New Hampshire, JOURNAL OF ADOLESCENT HEALTH (on

file with the International Centre for Missing & Exploited Children).

Thomas-Gabriel Ridiger, 7he Real World of Sexual Predators and Online Gaming, Oct. 21 2015, BeAKidsHero, at

http://www. beakidshero. com/posts/the-real-world-of-sexual-predators-and-online-gaming/ (last visited Jun. 20, 2017) (on file

3

Y

with the International Centre for Missing & Exploited Children).

34 Calin Ciabai, MNaked Pictures via Xbox and PS3, Children and Parents Shocked, Softpedia (Mar. 23, 2017), at
http://news. softpedia. com/news/Naked-Pictures-via-Xbox-and-PS3-Children-and-Parents-Shocked-80505. shtml - (last visited Jul.
11, 2014); See also, Phil Rogers, Predators Using Gaming Systems’ Live Video Features to Find Kids, Oct. 9, 2012, NBC, at
http://www. nbechicago. com/investigations/unit-5-video-games-internet-devices-child-predators-173429241 html (last visited Jun.
19, 2017) (on file with the International Centre for Missing & Exploited Children).

35 Thomas-Gabriel Ridiger, supra note 37. See also, Steven Webster et al., supra note 21,

36 Victoria Baines, Online Child Sexual Abuse: The Law Enforcement Response, ECPAT International (2008), ar
http://www. ecpat. org/wp-content/uploads/legacy/Thematic_Paper_ICTLAW_ENG. pdf (last visited Jul. 20, 2017) (on file with
the International Centre for Missing & Exploited Children).

37 Child Predators, Federal Bureau of Investigation (2011), ar https://www.fbi.gov/news/stories/child-predators (last visited Jul,
20, 2017) (on file with the International Centre for Missing & Exploited Children).

38 How Predators ‘Groom” Children While Gaming Online, 2016, TeenSafe, ar
https://www. teensafe, com/blog/predators-groom-children-gaming-online/ (last visited Jul. 20, 2017) (on file with the

150 ==

S



o] gl el A ZFF AREE Bul= 497t Wl o) WAls P A
7PSH?<}91 TEHE WA Ak Az FAPE A TRk oFsol 11 AR, 54
HlAIA, 2vdntio] it e o ZuFAN disleles H5d 5 9ler ole A4 tist
g} olu|A/MIYQ, AAolE 9 AEAY wEks TS BolahA gt
FH Ago] Mo R WS £ QAN 22l aFRE di7f we e Y

7¥IAY QIEJle] Alshe o8/ Fel| o obse] Fxshes A5stal shutelal =%ske
5 tegt 7les AR i Sl G 7R AR B mad eej] agrEe B
7 308 vkl Wi 913l obs- A5 5 glom of" Apols obsS s A5ah=t|

sEqtell AejA] gtrkar Bk 4 r7 AR vEAls tigta(He)e] ATt w2 71y
e 2ERlelA oFsE RS T wf B3 32 whel] <] FAIE 7 8 Tl ofF
& FhE 9L F Sk 299 Age Sxdein] AlE 94, Y g g el o
sk W e oA oAt Ao AgH HEkET S TeRIth S obs 27l B
ol = Ao] ol 28}l aFHMER shte] TrA(FEARho| e Aol ofy
44

Te 22l obs a7l ol&HE FEAHR A F AL Sltk. ollE Eof 20121 AN
Ut Afolr] 21 SIALe]E Cybertip.cas= 3t A% 134 djsfialge] 277 AR 264318 &
Ak A3} 93, 49 E ALX gofRbEo] A olmAlE eXrke Ag 1w HA|9
2A4IAE 7ol ofFo] WAE ofn|A] v = ThE SFoR uidint. A4 ovAlE
AR B B A 30FAMER. 3 A AR S 355K EA B2t ARl
7] ol Alg aRtellA] BulAU T8 olFellA] loR AAES e et

T THAR] HHe A v B= 2Eelde] oFs Adsltiofrhio QIEUle: Ao

r_{

MU

International Centre for Missing & Exploited Children),

39 Joy L. Daggs et al., Entrapping the Innocent: Toward a Theory of Child Sexual Predators” Luring Communication 240, 17
COMMUNICATION THEORY 231 (2007) (on file with the International Centre for Missing & Exploited Children).

40 Thomas-Gabriel Riidiger, supra note 37,

41 Nicola Davis, Online grooming of children often alarmingly fast, researchers find, THE GUARDIAN, Sep. 7, 2016, ar
https://www. theguardian, cony/society/2016/sep/08/online-grooming-of-children-often-alarmingly-fast-researchers-find (last visited
Sep. 9, 2017) (on file with the International Centre for Missing & Exploited Children).

42 Paedophiles ‘Internet Groom™ Minors for Sex in Just 8 Minutes, INHOPE, (Mar, 30, 2012) ar
http://inhope. org/tns/news-and-events/news/12-03-30/Paedophiles_internet_groom_minors_for_sex_in_just_8 mins.aspx (last
visited Jun, 20, 2017) (on file with the International Centre for Missing & Exploited Children).

43 Nicola Davis, supra note 45,

44 1d

45 Cybertip.ca, Luring Prevention Sheet, at https://www.cybertip,ca/pdfs/CTIP_LuringPrevention_InterventionSheet_en. pdf (last
visited Sep. 11, 2017) (on file with the International Centre for Missing & Exploited Children).

46 Online Grooming: How does it work?, THINKUKNOW., co,uk, ar
https://www. thinkuknow., co. uk/parents/articles/Online-grooming/ (last visited Sep. 11, 2017) (on file with the International
Centre for Missing & Exploited Children).

== 151



OIS -HAH M¥ZE £ J2U(Grooming), O{LH = AP

2 =EAY 2 S oIS 9kl F6E B} 2xSKlo G120
FAAEe] 25 ATl A} Ha HH Geka P & e AAUEE A
e S N R PR S
g il S QLS shErh s QEle Aeld 91X)e] A slRe] Aol ke Al
S} E5) R 5 S AFh 2ol B9 e ol§AEol Ale] A A
2 % 5 oW Sl o ARiAEe] Al A RS sk AXel 1 AEY WA
¥ 5 QUEs YEell wHEThS u o] oy mie] Lelel skl oL ol
2| = 5 glu ofd of5Ee owA el /il HRE
A H WA o NS S Fagst S3 gle
Foll o Foh52 Lekel AHAEE AHo R mEHe

=
=

A k.53

2211 sttt s RIS JARE dEshe 22l 279 W itk e ol
SJaigol vbd, ofbsdt WS 3k g Alg, HlE S0l
ols FAI} B2 AZoR olojxj= At HHR Pty e el 29 e
th7l 2321 tist, ssiztelAl A4l E2==Telv] Jgja/ie ofs Astle o5, ool
Zpx12] ARon)| A= Ho] FLaPe 2 ol = 7 esly|2 T3kl 20179 290 EbEa
AGEs4 201440 ofdHM= g HHob X (oFs 2F7) W¢Klreland's Explanatory
Memorandum for the Criminal Law(Child Grooming) Bill55)oll&= tha-0] #7|%o] ATt

vRFol) TS $IE A (8 Sl aEE 27Yo] ofn] BYASIE $3le]

=

AN
i’
O

ny
i)

_E
-
ﬂJlO l"lr iU?L'
o
i
ox,
_:lﬁij
)
ait
o
T
(0]
=

(s

>
>,
Rl
k.
=
fu
e
)
KO,
=2
>

{

.
SHe= /\].o]tﬂzal/\% o]—Ei o]_E.___ }H‘_—"% ) E)}Iﬂ 13_% z]xbg]?_ A AulE o 1:1)\613]_3

[N

N

47 Tlene R, Berson, Grooming Cybervictims: The Psychosocial Effects of Online Exploitation for Youth, JOURNAL OF SCHOOL
VIOLENCE, VOL. 2(1), 2003 (on file with the International Centre for Missing & Exploited Children).

48 Stefan Fafinski, UK Cybercrime report 15, Garlik: powerful stuff (2007) (on file with the International Centre for Missing &
Exploited Children).

49 Sebastien Wachs et al., Cybergrooming: Risk factors, coping strategies and associations with cyberbullying 628-29, 2012,
PSICOTHEMA Vol, 24, n’4, p. 628-633, University of Bremen (Germany) (on file with the International Centre for Missing
& Exploited Children).

50 Id

51 Steven Webster et al., supra note 21, at 61,

52 Online Grooming: How does it work?, supra note 50.

53 Rachel O'Connell, A typology of child cybersexploitation and online grooming practices, Preston: University of Central
Lancashire, Cybersex Research Unit (2003); Rachel OConnell et al., Cyber stalking, abusive cyber sex and Online grooming,
A programme of education for teenagers, Preston: University of Central Lancashire, Cybersex Research Unit (2004) (on file
with the International Centre for Missing & Exploited Children),

i Criminal Law (Sexual Offences) Act 2017 of Ireland, ar http://www.irishstatutebook.ie/eli/2017/act/2/enacted/en/print#part2

(last visited Jun. 20, 2017) (on file with the International Centre for Missing & Exploited Children).

Explanatory Memorandum, Criminal Law (Child Grooming) Bill 2014, Ireland, Houses of the Oireachtas, ar
http://www. oireachtas. ie/documents/bills28/bills/2014/8914/b8914d-memo. pdf (last visited Sep. 15, 2017) (on file with the

International Centre for Missing & Exploited Children).

152 ==

n

)
D



Ao TF oFFo] it HFS ANl LT £ FE ek el AEG: A
P} JRE ]S F A Elo] GlolE HEE S AFEEE

A2 Bl A4 T e 259 Aage] Lejel vrele WS Faat of
%3} omelolA] Wi ot gltke e AR T aeEg skt oxeiolel v
O WAE WIS ol oie} wgle] Lelel 17 o] WE FRe] ofF

e WAslok R ol

HuM

Z}ao] o] EAIE thi= WAkE olsfsl] flsl, MEE ¥ Jis dashy] fs) Al
= . 2o FEAE (ICMEC):= S&Esh= 24 2 = AEZ ALt oleulate] o}g =
mo) et 288l Akl 7)AE BAsly] o8] o] Lalelnt © male] 1= RS

L& Tasitth. AAF % StiRREe] ofgRE doREARH Hebe %am a7
ol E3tH F-Asl AHolt} 58 AR Pk 7S HES] Ho (o)Al AEQ &

o] Ale)slar AT ubd AQto] HEA dPLjo g olojA|= FH A P (material acts)= &
WS

b sl 214 gl 4elAs] 2P R chFelol Gtk ok A B A4 4
Thd o] el ARFEAG 21l R WEsElr] ulliZolot

oFs AAzIa] teh el WE N S5 A Ao olge WAE Eedon Sk
ol5g BEal] Yal TH Faslth ZRNE - AolEAlE ] ATE 19607 Eiten
teket m7bEe] ekl RS sadty] gt Au|2et 2bel AR, dAEshs 284l 1R
kit
o] dFrollN thE= A= Il 7t e ot At

H

o
b

(1) 44 =xo] eejel ofs 27w Belgt Fgo] AR,

(2) =fo] 29l 29HE 23, 179 e AolE Ale(s AR slal AFH 8olgt

56 Explanatory Memorandum, Criminal Law (Child Grooming) Bill 2014, supra note 58,

57 Dr. Mike McGuire and Samantha Dowling, supra note 19, at 4 and 9.

58 Convention on the Protection of Children from Sexual Exploitation and Sexual Abuse (CETS 201) Article 23, Oct. 25, 2007,
at http://www.coe. int/en/web/conventions/full-list/-/conventions/rms/0900001680084822 entered into force Jul 1, 2010 (last
visited Sep. 15, 2017) (on file with the International Centre for Missing & Exploited Children).

59 Id,, See also, Explanatory Report to the Council of Europe Convention on the Protection of Children from Sexual Exploitation
and Sexual Abuse 23, Jul, 12, 2007, C.E.T.S, No, 201, at https://rm.coe.int/16800d3832 (last visited Sep. 18, 2017) (on file
with the International Centre for Missing & Exploited Children).

== 153



o
Ofn
02t
>
i
0%
B
I

12%(Grooming), OEH & Zel7}?

AEM golE AMaH,

(3) =upgo] ERlo okEate] T olwrl Qi eelel aRe WS,

(4) FuPe] emelelol olEate] wht ol ofie} Wallgle] L2
B},

(5) Fulo] ol T2wagsle HoF A WHska.

l-'O
[
el
oX
o
e
W
ot

e w3h, Fuld ARl il A e Tede ddsh] flel fEle =

g MEe 227 WA oojr} opd A AA| BE =} Zﬂ%% T = 7id¢] E5(a menu

of concepts)®} = U] FAFI} 2dl HEL Lofel aFH ZAS 95 47 iz dek)
28] e SR A K provbiony o T 9l S (1) 4, ()
ZFll, 3) A g i, Al BRem FAER olF W AT F2 oYM EE(good

initiatives) ] E2, HHE 2 IH} ZAH | thatk 7§ 8o} At vpR| FoAE 2= =
THS dotie ol WAl HES tETh

e HES ke A AR 28kl 7] dA it o] EAllol thgh o4 37
X 2o] BEelM vl-e= Aol dHE Aok e dElEth B3 o= wvtell AF 53¢
obF 22tQl 7 Wlo] FAIAL siA ok A&} ofs Aot 22 1 FEe 1
M| s EA] et A2 oy

HieH
od

rhu

Z4e] el a2v IyPHe sl s 2012 Bl Hxg AIREYL AR o
Az PEER (Westlaw), FHH 03] S0EQ] “HEH o2 HE] ofs5 HS, Fru|=E9}
ALZE Yokl Y Wix|uE=0, “fE 22f] 2R ZIAEL "] [HE Ql B
2 ofg] fAF HuME F33i)

A AEZF A T HA B o] AR EHIAL 13k A3t 2 EAT v o= m|
ol Q= A=l AE thrtelA Il STE Agh Aol IFEIT. TAE tAREe] &
5 7 F g A w8 74 A FEEM Algte] EFEHIN BE Atk £

do
r
e

B e

60 Protecting children against sexual violence: The criminal law benchmarks of the Budapest and Lanzarote Conventions, Global
Project on Cybercrime, Council of Europe Data Protection and Cybercrime Division, Dec. 4, 2012, ar
https://rm, coe. int/ CoERMPublicCommonSearchServices/DisplayDCTMContent ?documentld=09000016802fa3e2 (last visited Sep.
18, 2017).

61 Steven Webster et al., supra note 21,

154 ==



HOX=E

ZAE Aol tigh B9l B gl the 24, BHll HE ZeAEe] gok wyhd dAve 7
2d=lo] St} AAE AEE Al RS HEslaL ARdo] Hed FEs Halr o 233
o WIS =AEE - Aol AlE Y] a7 VIEe] S5HEA 2 =7leke JEV} o)§ Thest

S5 S8 AN GAE we R BaM oF WA AEe] T3 A ok

A}

o] BN 1967} Bale FrPEe Avinc,

H[1EH2017)
g =X9 otz =22l asUol| 2ot Y 637f=01l HOo[ =4
& 2474=0] 574 7|1& &5
=22l 2=ds siidst/| flet gol Hs gls 1337f=0ll= 22fet & 22X
* I1F 5Ul=0l= ofs0ilA 2= OE 20

= UE Hxlstel= H &
* 2=2 57 JIE B 25
HAFEH 2202 QIHY 80E Zolet= "22101 I8 | 5142
'S Mol MY
Ottt @Imaefely OHe o e} BAIQ0| 22t | 34712
°l ORBIZ HASKH|I™ZE st)
Ol=0|/ Z2- 20 E0=7| Hx|5} 10670=2
HEE =S

(1) 22421 27l glo] “oFE'S 4A Fo| el wAgle] 184 Hvke e Ao
@) “geiel a7

Bl B 8]

2]
uish
ol
ﬂ?
L]:
el
ol
O%
O
tlo
o,
1o
~
i
of.,
ol
=
[
o,
1o
N|
A
b\
<l
F)
oo
2
sy
ro

() 277 SRR ofFol] E2iejE Ho
(5) Aple] BB Q= obFe] 1Tl Hofdh Pr/BEA A

(©) oF5 PaHol Thet 9] VA AT

() 277 WA AL 71k Sbgeld wjsh obol igk Aulst obgske By A
®) A L TRE 7 2281, A L, sleikte] teol Bk A s

WN
rr
pich
o
o
W
ot

== 155



ES

2
o
0
r

Mz £ J209)(Grooming), O{EH 2 ZHQIIf?

(1) Ao
(2) ¥z

(3) g3} HAx

2200] 2792 H5 O E" ]

g 9lol TS 7 QU= Al WA AR2 I7PER AdolshH & =7 el ® F0H)
2 ol A Stk ol =AlA Apolx AdeithERE o duFolal 9k ofF Ko s
oA Sk gaoltt. 184 wiRte] Al g2 dAlol Rz s Fold & AL, 2Eel
T OHE 5H0 g olE e 184 mwkel RE AR o R AoEojo} gt} o] ols B

Tl B3 v =4 FoFEd et 22kl TR BAE A3AS ke Alojrt.e

eopel IFYL FFF IEY YE FUIT
g L 2w aRY(EE PH 2R HAIIES 915 oFee FHZ B
o= o} AL oFolA e vk BelolH Wul oF5e] 715744 o] WSlel E

vt 05 2Rl IF2 M) e ASQIER]) 44 #AE &olskl & 54

=

62 See Convention on the Rights of the Child G.A. Res. 44/25, 61st plen, Mtg., UN Doc, A / RES/ 44/ 25 (Nov. 20, 1989),
entered into force Sep, 2, 1992, Article 3 (a) defines “child” as “any person under eighteen years of age”.

63 Trisha Randhawa and Scott Jacobs, Child Grooming: ‘Offending all the way through from the start” - Exploring the call for
law reform 11, Dec. 2013, Child Wise, ar
http://childwise. blob, core, windows. net/assets/uploads/files/Grooming?620-%20Exploring%620the%620call%620for%620law%20refor
m%20-%20Child%20Wise%20%28Web%29. pdf (last visited Sep. 15, 2017) (on file with the International Centre for Missing &
Exploited Children).

156 ==



o2 184 mxt ofgst WAIE 7] sl JIHUl = v YRR Tles ol8ske A= 1

F
iy
ftlo
|
&
o
=)
Jfﬂ
o
(0]
i
: 1o
W
r
%
i&
mb
%%
%
£
=~
o,
Iy
O
ﬂm
_4 m‘o

P
o

N
(4
e
ol
&
ol
o
of
2
N
)
2
ii

2

i
:;
_N_
mb
B=)
ol
—|—I
1o
S
¥
=2
)

jus

% g0 W L0 o8 TR oFE o B ag%—ém»} of2] o] o5
3} FAlel] A5 BAE Berh O AFIREL sl scatiergun)” BEEL 0188 5

Aol ) o] o E ol Estke] 7ol el b whge] BL ol ES sehrl s e
So ) A, SKs, e ekel Al AolEst e A gl TKE Fohol &
gre] eelel S0 2 ARUACI S SRS TRla b 11 AR, ol ) 2 =

o
=
>
A

323 e mHlE Q) ge vAlE e 17 $ae e

Al Aale] dole é:_om»} ABE FAL FEO BE s o ol
AsPozA, B A1 AT BAG de PR AN AT WA FowH ol
258 5 Itk o] MWL T} ool AeE o ol el ﬁﬁl i slgolmelm of

o] HHHE B duF w AAAS e 2EHE A BT oF 7R

P

off

64 Jd at 4 (emphasis added). See also, Terminology Guidelines for the Protection of Children from Sexual Exploitation and Abuse,
supra note 0,

Protecting Children from Cybercrime: Legislative Responses in Asia to Fight Child Pomography, Online Grooming, and
Cyberbullying, The World Bank and International Centre for Missing and Exploited Children (A Joint Report) (2015), at
https://openknowledge. worldbank, org/handle/10986/21566 (last visited Jun. 20, 2017) (on file with the International Centre
for Missing & Exploited Children).

Betrayal of Trust: Inquiry into the Handling of Child Abuse by Religious and Other Non-Government Organisations XXxvii,

[N
J

D
[

Parliament of Victoria Family and Community Development Committee (2013), ar

https://www. parliament. vic. gov. au/images/stories/committees/fcdce/inquiries/57th/Child_Abuse_Inquiry/Report/Inquiry_into_Ha
ndling_of Abuse_Volume_1_FINAL_web, pdf (last visited Aug. 23, 2017) (on file with the International Centre for Missing &
Exploited Children),

67 Dr, Zsuzsanna Rutai, Online Grooming of Children: Experiences to be used in Cyprus 8, 2013, Hope for Children UNCRC
Policy Centre, ar http://www.uncrcpe, org/assets/images/Online-Grooming-of-Children_final. pdf (last visited Jul. 20, 2017) (on
file with the International Centre for Missing & Exploited Children).

68 Claire Lilley, Do You Really Know Who Your Children Are Talking To Online?, THE HUFFINGTON POST, Apr. 30, 2015,
at http://www. huffingtonpost, co, uk/claire-lilley/children-online-safety_b_7177968. html (last visited Sep. 15, 2017) (on file with
the International Centre for Missing & Exploited Children).

69 Rachel OConnell, supra note 57,

70 Dr. Zsuzsanna Rutai, supra note 71,

7V Id at7

72 Grooming  Cybervictims: The Psychosocial —Effects of Online Exploitation for Youth 11, 2003, at
httpy/wwwi, cs, auckland, ac, nz/~john/NetSate/I, Berson, pdf (last visited Jul. 20, 2017) (on file with the International Centre for
Missing & Exploited Children). See also, Tony Krone et al., Online child sexual exploitation offenders: A study of Australian
law  enforcement  data, Report to  the  Chminology — Research — Advisory — Council,  Jan, 2017,  at
httpy//crg aic, gov, au/reports/1617/58-1213-FinalReport, pdf (last visited Jun, 20, 2017) (on file with the International Centre for
Missing & Exploited Children),

== 157



OFS-ZAW H#3| 4 12%(Grooming), OIEAl & Q7P

= enlel BB F O AHom Aush of| A9l H AAAS A& g8 o=
2ol whte ARKE S QIS TS ol5e Aol Fyell v Slal 1 53t
e Az olgai) ARiEe ol Tetolulsl obs AR} e dHoz A

sja o] w24 oln|AIE oFelA] W 4 glon] olo] v} olg} e
PP HUYES USSP FTh7 T Ao Ak Be AL Ag ol
A @78 oFE0] WA T AHoR Aol 2aze] ARE Hol BUES Rk ol

deki Qo] W slsAse Leel AR AREA o 3R
[e)

ZPEE oF AIE 915 2ol 7Y Tg Fol olguke vk WAt J1eg

23] T 4 Qs 20SE TPk @k o]s) FAlol ) oF5e] FnpHow e Az

& AR, g4 S8 st mefsiof S Akd “eelel 1Te] Aok QlEl i v

£ ANEN7|EE o83 oFEelA] L2kl Hi oslelole] JaslE Aasis gele) o

AR, 521, 5, Ak, Ale] S fALE WSS ThRolol Atk AMSE & gl Solmi
2

eetol I, g2 AR, H9L, A, 5, 2, 25, 44 PRE, 1S P

24 AW MAE ES42 25Ul HoilA 22 B0 QJUCH MAEER 2 11Alof 10t A= FHE=
: =i = LA AMEE BRICH MAER “H ot 1248)
of Qtsict= & otof slf,” 2t HXoHH SHME Metetadin ot “AH"= Ul AlZh Seto|L 2Xt5
ALZD A BAIZ MAEI0] XAlg 21 THAEE WHs| MSIICH AXZ “Ub'= 34M| BiA| 2XAL
‘H2t0[Q1 2'0I%1Ct 20104 32 30Y XMAER 50| &2 &7 M DAZ20A LA HAEIS
=30 0127 ot BFEE2 HFLH el ZlZUCE = Aol X&XQ1 At EXHSEX| IRUATE, HAE
2 "’ eto| 2atel oMAS| thell ARNYE otXl= &7(X|= AU “Hl AZto|UBLICH 2t A
Elo] Aot ofo|0l= LRCH "2 B X R EXFEE Ul AIZHO[ELCH a7 22421 (217h A7
ot A& LICE”

N SR ofFEEL SR} Foloi] oAl ETHT — SNSE Faj4] HHELAR, 20173 58 256 (*Lex Talamo,
Kids interact at home with predators — via social media, THE TIMES, May 25, 2017)

—_

73 C, Emmanuel Ahia, supra note 8.

74 David Finkelhor et al., Online ‘Predators” and their Victims: Myths, Realties and Implications for Prevention and Treatment,
63 AMERICAN PSYCHOLOGIST 111 (2008), ar http://www.,apa.org/pubs/journals/releases/amp-632111. pdf (last visited Jun. 20,
2017) (on file with the International Centre for Missing & Exploited Children).

5 Deon Minnie, 7he Grooming Process and the Defence of Consent in Child Sexual Abuse Cases 46, Master of Laws in the

Faculty of Law at the Nelson Mandela Metropolitan University (on file with the International Centre for Missing & Exploited

Children),

Paedophiles  ‘Intemet  Groom™  Minors  for Sex in Just 8 Minutes, INHOPE, Mar. 30, 2012, ar
http://inhope. org/tns/news-and-events/news/12-03-30/Paedophiles_internet_groom minors_for_sex_in_just_ 8 mins.aspx  (last

visited Jun, 20, 2017) (on file with the International Centre for Missing & Exploited Children).

158 ==

~I

~
(o))



FArEE H o) ek A B S A8 Stk 23S 28k etk ofs
S A e s gk =7k Heke: ESRsitt olek FARHI, Wol okse] A4
TS VY Aol 2 APIEAM ARFATES o8]t A 2R O iyt
A AASHA] SFeth o] M2 obeg AR HeskA] XEhvh 17 g2 A3 4 %a,
3l%, oks A=, 43 vlst 2 |X¢t 22 e HASE oo F Jerng O i
ge] A ®FE Al FashtT

LIRS TS ook WA 2FEL IR B s AT v AN &
g}el 277 o] B (intricacies) BEgF TRRox]o} gt} 2alel 3L 7leiap} ofsa} A
SR, e & 7IREe) HES 7hssHl 78 Theiale (HeAke]) SAlE A e
THS olssY gk AT ¢ o webs s FeRl obss HRe @ 5 ok Tt
2ke] 2eRl 2 SAE dol, 2= T2 i ARE A A4, oksd AEE ¢
Qg Bxog WS ¢ oks0 gk 289l IR ofso] el I EY TS

=7 Ade Lol Hofehes TlsiAbt ofs4 ?@é—%‘ T U s

2810 27Y gL v}

7P Bl Il o8 A -] AdErolMs 27 7]'3H FFo g (F52)
/AT of7|al ok Adet=e] 54 ®lE WAE st 2Hs v 28] 7S
‘I 2|7} 7 sloffence specific process’2 ZFFSHA| ¢RQkt} 82 o] = ]- AR 2 Mo % 1
Fro] shute] S REVF obd B HE TelY] T8 AR ot el B B
A 221 TS oFsd 22}l B el AYHE ffal deixi= AR <Fgsta 1

o
=
S 1
=

77 C, Emmanuel Ahia, supra note 8.

78 Online grooming and UK law: A submission by Childnet International to the Home Office 4, at
http://www. childnet. com/ufiles/online-grooming, pdf (last visited Aug. 20, 2017) (on file with the International Centre for
Missing & Exploited Children).

79 1d.

80 Explanatory Memorandum, Criminal Law (Child Grooming) Bill 2014, Ireland, supra note 58.

81 Online grooming and UK law, supra note 82,

82 Juliane Kloess et al., Online Child Sexual Exploitation: Prevalence, Process, and Offender Characteristics 127, TRAUMA
VIOLENCE & ABUSE (Apr, 2014) (on file with the International Centre for Missing & Exploited Children).

== 159



ER P

o3
rh

L

I

12%(Grooming), OEH & Zel7}?

AAE oFselA vjsiE Far Stholet ARS Ishs e vk Tasht. ey A
? 3 R PolE oA FHjEbgeR
BF BT Qe Aotk wiek Tt et AAE S eR WS 889 ot Sle
B obEs vl Ales WEsRE 5 ks viES geie fefsh oFsellAl Azt o
e oprlgitt. webA] ofsS whd ot QlE GIE 7ol el a7 AAS HFshe
=7PHo] WREA] Al Eofof Fict

22kl ZheliAks 3] 7 BRE e 9eks e ERAE geke 53 M 9
o835 Wi dske ZheiAbe] 35291 A obstke] v}l vk ABAE sk 7l
T 27 I AA sk o i paES 2eeldoznt ghgi s

22l IFHES AR, NS, 22kl 7Y EF 5 v viAlE S obs et v
o587 22iel 7 g TRt obed Ar1H e s wid HEE F ol TFede At
] of2dt whge] Wli== 7hefart oFse] 715 Aol Er|7} obd o dAl(eze}
D AAlNE B7Fedt olehss 279 e 11 ARE g9t B = 3l Ttk

=} Sl Web @ R ARE w0 ve] AHoR Wa 4 ook

T=9| 16A] AHY2to] 5ll0|RP == 28M 23 2RO HO|AFOR AH=tS BIQICE 3= "HFY”
o2t 1 FlYetol= “oHg, W o et gRic o 2 ool 52 FUE WSS wedn o|F
2,60049] ZAIHAIXIE FIUACE O & =, Z|Y20l= AHblE IS UG A2 19| OFIHE| M 2Hgt
1YYt dol YFES 0kl = A2k AsiFRICt 22 19| 01RO Als S 294 AH|IE HIEH
2 MEEO0] 22 ds Holl & 479 A OLUCE 0[O0 M &Fer std7F = 0] AtZi2 ofsat Fa
Eo| 22fQl oFMof et RHE =UCE E= OFSSIHoY7|FUNSPCC)= AHYRt0|9] ZES 681
HISA"0|0 “0t=s2l SNS A0l HMI7[et= Iglof st ZE 0leh YZHUCE AHYeto] 7tE9] =g
HAEMN ZE2 AL20[7F =7] M DiX[E} 25 Set9| afg ERFE FoE MAHE 4+ AL ol
=22l 22| 2ol ther AS H3ict U2 StlS0Z Gt EXFAL 20H0| H= SHS0|

oA
:%
ikl
I
-
(=)
—
&
mjo
>
S
Hu T
=
=
bl
n

UABRNMN BE, HAYelo)e) glurigg] Adejo] s HeFE ofolr} Lafolo ofEA 277 FleT,
2016 7€ 19, BBCR2A, Hil 24l A5{E S 010] #|Y2t0| SEHE=2] OfX|Y &7t OlF 20HE 12
oA F3ict, 2016 112 19 0|2, (*Leicestershire Police, Kayleigh's Love Story, Kayleigh
Woodward: How murdered schoolgirl was groomed online, Jul, 1, 2016, BBC NEWS, Ben Russell, Chilling film
about murdered schoolgirl Kaylejgh Woodward's last moments has SAVED 20 children from groomers, Nov, 19, 2016,
MIRROR)

83 Deon Minnie, supra note 79.

84 Renée Kool, supra note 23

85 Tan A. Elliott and Anthony Beech, Understanding Online Child Pornography Use: Applying Sexual Offence Theory to Online
Sex Offenders 29, Ministry of Justice, UK (May 2016) (on file with the International Centre for Missing & Exploited Children).

86 Id.

87 Dr. Mike McGuire and Samantha Dowling, supra note 19, at 4.

88 Online grooming and UK law, supra note 82.

89 Steven Webster et al., supra note 21, at 42, See also, Child Safety Online: Global Challenges and Strategies Technical Report,
supra note 20,

160 ==



HOX=E

FEL ATex] 277 gL okt SR FAdEo] Qlkar Agt ol2fgk dAlell=
dubzo g 94, WA B4 DA, A WL, =] WAl/AY, aela A el ol k0

o

P S glokol et e, 2%e] el ool 44 FA/ge] B9, o5 vhd

=
o A% WA/ RS AXZele os Pulsi

T

|

Hzol ¢ig 5 2T YEo] HEA WAKE FINE 5 ghe 11 Do sa
2 2008 5 oo WAle] 4 SAle RE AeiAl AdoR w2l ek Alel,
Zeadeld gL oFEel e offe] JHow w2l o)t vHeE TtsiA
oA MES, YRS F A YIIE SES HSshe o] AHGMNE Ak e}
7} AHow w30l WES RS 255 270 Sebiliy)e B9, Fel, ¢
3, 494 719, 71k, =% Sl Weke Bel FAHECESS ofF sk A vhgel ofFo] =

5= oY BAE meby gl Tkt obse ezl §F M= whx] i

orEH vt JEE A 224e] 275 WA

a=e) shge] AREA TR oFES ARl 1% Q1A whde skl
QIcko7 AR} Sfshe] RS 5 A IS e She i wh
5 o5 HE6T 5 gIrk Al Al obEE Eske A4 obFol Wk ult

A Al ARl w2l vpeFd = Qlo 100 TR 3 2RA7E obgellA]l A oln|AlE Kol

d

o ot
A

90 Rebecca Williams, et. al, Identifying Sexual Grooming Themes used by Internet Sex Offenders, Feb, 2013 (on file with the
International Centre for Missing & Exploited Children), See also, Georgia M. Winters and Elizabeth L. Jeglic, Stages of Sexual
Grooming: Recognizing Potentially Predatory Behaviors of Child Molesters, DEVIANT BEHAVIOR 38:6 724-733 (2017) (on file
with the International Centre for Missing & Exploited Children).

91 Georgia M. Winters and Elizabeth L. Jeglic, Stages of Sexual Grooming: Recognizing Potentially Predatory Behaviors of Child
Molesters 725, DEVIANT BEHAVIOR 38:6 724-733 (2017) (on file with the International Centre for Missing & Exploited
Children),

92 The National Center for Victims of Crime, Useful Definitions for Reporting on Child Sexual Abuse, at
http://victimsofcrime, org/media/reporting-on-child-sexual-abuse/useful-definitions (last visited Aug. 2, 2017) (on file with the
International Centre for Missing & Exploited Children).

93 Online grooming and UK law, supra note 82, at 3.

94 Rachel O'Connell, supra note 57, at 4,

95 Helen Whittle et al., supra note 19, at 405.
96

S

Helen Whittle et al., supra note 2, at 60,

97 Jo Bryce, Online Sexual Exploitation of Young People, Cyberspace Research Unit, 15 (on file with the International Centre
for Missing & Exploited Children).

98 Rachel O'Connell, supra note 57, at 10,

99 Steven Webster et al., supra note 21.

100 Online grooming and UK law, supra note 82, at 3-4.

== 161



oS-

o3
rh

A M#x| 2 J20)(Grooming), 0{EAH £ ZoI7}?

Ak 44 estol ol eI A Ao R wBH9) ARlolt e FalAels] il
= opsolil @FFh= 5 ol Awe] HHE TR AL XS AL Fas
ol FhSAEE olelat Lol 23 WA Folof o B MM B9E B A= e
7] l8l ob5g Al i & Holeh 101

>

Ut P2 Mirexzol 1oiMd= 2212l 22 E= 0k52 /Rels tHEC 8ol MEE 0/= 0132
wolo2 7|AE Ao theh Crfet ARS0| AUCE 3T oftts 414 A BE= o= 2014E X2 x|0f
13M| Otz 72|, Ot deithz AX], 0ldEXte] 6“51 = 7al HEs ‘?:*%*Ef Olsl OFS2 SNS AfO]

\_I'Ij —.—
r>—
ro
1=l
ol
b
i
o
ilal
Z*_
E
2
2
I'LI
i
_>'L
=
Ral
N
[

EQ| Tageed2 E5f M W2I2IS OHATE A AL I
S AR LSl HANIE Hic) A SR B A 1A,

* R} o] FolZ TjiE AEsfr T FRLE W 2F o1F 20168 42 6, CBC FA(*Swathcona County man
accused of luring teen pleads guity, Apr. 6, 2016, CBC News)

HHO

ofg7 vhd ojx9) FH 220l 2L B}

oJd =7l 28] 7] AR ofs v 1S WFsketARE 2R ldelawt o
ofuf= A2 oS fI8h 2 FAlgit) 102 22l oAk whlehs AatEE Ws)e)
= A% o] FTasit) ou 8ol (A4) AleEe xRl A<l vhde ffgt A
o]7]% AR B VIS ofsg A YA o= HIHE HHE Sl 4 s
T}, 103

2211 e Aol Fod, iR1e) A7 Kol thsf oloprlskal Al 224 oA kAE
o] Atz dojub= oh2 A% H(sexual advances) 5ol Ugh 834 5 thedet 42 P9E

O

Z33H} 104 o B S0 7aRe Ao 2 =T Aol ARRIE BujAL vke 5= 9lar A 39
2 /i WA B9 oFsel A4 A9E VAT SE glom A, T4, oL B A
Hoz w3Hel vhsel] Feldt & k. ok W) I3 W olwr} 9ls A It
gh= Zle o] obgo] 1w FAAL vHE 2okl HShE JHSAE way] upe
o5 BESI0] YT %L S glrh105

101 Threat Assessment of Child Sexual Exploitation and Abuse 10, Child Exploitation and Online Protection Centre (CEOP), Jun.
2013, at http://ceop. police, uk/Documents/ceopdocs/CEOP_TACSEA2013_240613%20FINAL. pdf (last visited Jul, 20, 2017) (on
file with the International Centre for Missing & Exploited Children).

102 Enhancing Child Satety & Online Technologies: Final Report of the Internet Safety Technical Task Force 20-22, Dec. 31, 2008,
at https://cyber.law. harvard. edu/sites/cyber, law. harvard. edu/files/ISTTF_Final_Report, pdf (last visited Jul. 20, 2017) (on file
with the International Centre for Missing & Exploited Children), See also, Juliane Kloess et al,, supra note 86, at 131,

103 Jo Bryce, supra note 101, at 15

104 David Finkelhor et al., Online Victimization: A Report on the Nations Youth, National Center for Missing and Exploited
Children, Jun, 2000, at http://www.unh.edu/ccre/pdf/jvq/CV38.pdf (last visited Jul. 20, 2017) (on file with the International
Centre for Missing & Exploited Children).

105 Explanatory Memorandum, Criminal Law (Child Grooming) Bill 2014, Ireland, supra note S8.

162 ==



TATAYGA AL A BOM TIYE R(Cth) v Poynder[2007] A1 2AM TARE Sfa40l| A
H7lE Mz =ael 22y xe ozt 20| =830, "YHP= 0| 282 Sofl FAHs Jd/UE
Ploti Ot Feoke R0l ther A=l HeE Moz FI[2i1 ofth, 1 ukg2 HEH0[1 XA

| A0 st

CH H
21 Otz 9| SiTi ofLf2t RSt WSS & O &7 ?':*Of%% T
oitt Ol3fer SFe HAE MX|lz2= 7 HEFX
UACH 0| A= 22Y0l| Eol= 2= oFs0llA AE 0| Frofiet %%g &L,
*ER|AL HOIQ ofFE ZEH: AFEE F2 sfe), XIUER0|X, 2013 128 R(Cth) v Poynder[2007]
NSWCCA 157(JUN. 14, 2007) (*Trisha Randhawa, Child Grooming: Offending All the Way From the Start,
Childwise, Dec, 2013, R(Cth) v Poynder[2007] NSWCCA 157(JUN, 14, 2007))

F7re oFs A H-221 R S AEN(CEOP)E 2812 AW < B dzt ofso] A& AR
= AESE 32 A4 gisht vt e -l Fefsles AAlsks 5 9 7IWHeR & 9]
Z7do] gFrolrkar M) 106 ol St o7 |7H(NSPCC) o] 20151 Aol W= ¢

Yl 7]&o] AR o] % obaS tde R g 7} g5 Wlellx] 33 zdo] WA EAisic). 107 o
= 2ERlelA Al AR} & o] ofFo] AEthE ek Al 2108

oFsZF L 2ERIFH(CEOP) ol whaw 20124 1,145719] kel 1er(eRel oFs A%t
) A T meRloA ofske] whd ow=r) Wulgt A2 THAIE mRiel whi fj e
ARIZe 28tel #7de] FEo] YTHI o2 So] o}Eat]gerlelH 5 AIE) (CEOP)=
2010\ “fE] 2 (Operation Hattie),”o|2Fale el AR A19150t) 3] 2PdoMs= =
obF 7878 tido s 2aiel Aot/ A B9E AR FellolES] F FAE AZEct 110
7 71lRRE FaEiaE el v o|wrt s glgich 1l SAlRH Folsl= TALEE)
HoF A3z oo “HHFAV|EE o83t ofFol gk 44 A7} vk=A] A5 whge
2 olojxiel & Haw gith 7hirt il delRt MR i JSolx oFsdl g Alzhet
IJeE op7Ighct. "L A 12

}1«

106 Threat Assessment of Child Sexual Exploitation and Abuse, supra note 105

107 Tom Pettifor, Paedophiles using the internet to commit child sex crimes every three hours, MIRROR ONLINE (2016), at
http://www, mirror, co, uk/news/uk-news/paedophiles-using-internet-commit-child-8242065 (last visited Sep. 15, 2017) (on file
with the International Centre for Missing & Exploited Children).

108 /]

109 Alarming New Trend in Online Sexual Abuse, CEOP Command, Feb. 4, 2013, at
http://ceop. police, uk/Media-Centre/Press-releases/2013/ALARMING-NEW-TREND-IN-ONLINE-SEXUAL-ABUSE/ (last visited Jun.
20, 2017) (on file with the International Centre for Missing & Exploited Children). See aiso, Dr. Mike McGuire and Samantha
Dowling, supra note 19, at 9; Threat Assessment of Child Sexual Exploitation and Abuse, supra note 105, at 11.

110 /¢

11 j4

12 Tanzarote Committee, Committee of the Parties to the Council of Europe Convention on the protection of children against
sexual exploitation and sexual abuse (T-ES), Opinion on Article 23 of the Lanzarote Convention and its explanatory note 0,
adopted Jun, 17, 2015, at
https://edoc., coe.int/en/sexual-exploitation-of-children/7064-lanzarote-committee-opinion-on-article-23-of-the-lanzarote-conventi

on-and-its-explanatory-note. html (last visited Jun, 27, 2017) (on file with the International Centre for Missing & Exploited

== 163



=)
Ot
o
B>
(M
0x
iF3
e}
I
I.l
ol:l
[0
3
o
3,
=}
Q
2
0B
;
Tk
=
i~}
=

o] 7 7oAl Holke A 171 98l 7l == Asskes ek e

o n|AER} ABYE 1 Yvu BE5ES WS o|n|AE v|AdA} Ax2 = TR Y
ol e Fvere olgal Ad
o 1 olrlxise] Mz

o B} O B oINS AdsES A

.llﬂ

sh= Teael A=

o omelel ¥E2 FARAL 483 7] HIat o)A ol

o DA} Fh olulA] Al E bk Sk aT-E ARSHE A% ddRte] ol
A QlEllel] A e AT Aol BpdeRe

o oFol 4 At AL B A B9 FHES Fupis

K

o,
)
inss
-0,
J
P
rlo
l—*lj
ull
1o
Ny
o,
rlr
’
)
ro,
Ll
B
o
)
™
oty
O
(03

3 She e st g ol
Wo] A S Fekal7)7} ofgly] wiEolc) 116 RE F7)5o] ejel 2RUL E

BE WEshe e ARl sn o] WEe] FAHEE Susjol Fk
B7) A} F B7ke] He Tl ol 5S uhe o) Qlojof Akal e e ghone
2R} E 5 ek o] F uele] e Aas) ows 2 AHHE AXE us 71
oPEle] ool 2AE Frh 17 o] F Frbe) e Fu sho] mdl PES s 2

Children).

13 Glendale Man Who Admitted Hacking into Hundreds of Computers in Sextortion Case Sentenced to Five Years in Federal
Prison, US Attorney's Office, Dec, 9, 2013, Federal Bureau of Investigation Los Angeles Division, ar
https://www. fbi. gov/losangeles/press-releases/2013/glendale-man-who-admitted-hacking-into-hundreds-of-computers-in-sextorti
on-case-sentenced-to-five-years-in-federal-prison (last visited Jun. 20, 2017) (on file with the International Centre for Missing
& Exploited Children).

114 Ari Mason and Tara Joyce, Woman Takes Lewd Video of Cheshire Teen, Demands Money: Cops, NBC, Feb. 20, 2015, at
http://www. nbcconnecticut. com/news/local/Cheshire-Teen-Falls-Victim-to-Sextortion-Crime-292747121. html (last visited Jun. 20,
2017) (on file with the International Centre for Missing & Exploited Children)

115 Virtual Global Taskforce, Frequently Asked Questions, at http://virtualglobaltaskforce, com/resources/faqs/ (last visited Jul. 31,
2017) (on file with the International Centre for Missing & Exploited Children

116 Deon Minnie, supra note 79, at 31

117 Criminal Code Act 1995, Australia, as amended, Article 272,15 (on file with the International Centre for Missing & Exploited
Children). See also, Criminal Code, RS .C, 1985, ¢, (G406, Canada, Article 172.1 (on file with the International Centre for

164 ==



o
rfo
i)
rO
(
R
1o
Ej
b
1y
g}:
ok
B
bass
rlr
b
uly
of
=
1o
o,
JEL‘
j}i
:

2~ 0]
2R

ofFollA Z2=T8nE HojTe YE Y

‘g lell 3l obs= T Whes A2 27 oM FgE TAlofth 119 o] IHe
olgol ofsrte] FAl wE} =2lA == HH}Eﬂ] Y = Qlek. e 7Rl #AIglel
B3 ols-S Aa9lol s HeksAl vhear 1 HekskS: oFso] oj2xtke] AEA) A
olaL WolEvtairtal WA vkEths HollA FYs)ir. 120

AL 2AErE 28Rl IFHES 1§ ofsY oRbERRE flolal BRLIE Y
spRto A ofdl £l REEAL, ABES 7HEAFY] f8l] A E==Teuhy okF Adst
=S obsolA Boles 5 Qlth121 o} zollA] £2=T29] o|n]R|e} Fts
&0 44 e VM Al A4F Bl (elationship) & A7 44 ER2OR o
ojd ¢ Qltt122 71BAFE2 ofFsollAl AR E 7HEAAL, A S FHekaL, oF AxE
gatar, A B the A3 EFel Fofsles: 7] S8l obs T2 E o] 8git) 123
7l 7kl wlsiaks R ARl ZE=T9E Bofal, atkg o R stesie] 2w
#], olse] tls 71 om|RAE Hal AeE ERIvk 124 g X2k =l 15| olF

o o] Ao} e Aol RS 2% We 5 i FHlAe] Hekizs

il

o{
P
Q
=

20[Lt SNS Ao MEH LAMSHX| =Lt QB & 7|=2] &= Cis tHME
Sol ML}, LA A= 23M OfF Of0|EF2 Z22f 124, 14M|2! EXt Ols 52
U= 220l IO AYR! oRIFeHEES i}, theprt Moo= Hall7tHAM
, , 2SS 088 AFLA0MMES X&S3UCE 0ol &2 mo|Es Saf AF
0|8 MES AMFULD A=2E LUCH OFEILY Ot0]AF2 M0l 0|0|XIE KRl A ELh
EE AUSES G530 220100 XISl S2EE HHFUCE 010|122 2016 18 MZ =T 0FS0i|
et 8742 A= Z|0ll CHall FEIE Q1ESHH 2E 8oiE 8 MuQUCh Ot01A2 Hl H=-ZX SSAt
EﬁE_fO“ EXH5||:|'

*ojolzEE: La]o] At ol 17 HF. U] Ae]n] rjolaEEN F 2 2Eg oz JE 2017 H 18
202, 7IE91 (*"Minecraft: Grooming dangers for children gaming online, Jan, 20, 2017, BBC NEWS,
Welsh gamer jailed for grooming two boys on Minecrafi, Jan, 20, 2017, THE GUARDIAN)

1=}

>—

o
N
oo
Moz
° orﬂ
O

> J6 o
HO
el
=
>
Ral

—u—

Missing & Exploited Children).

118 Dr, Zsuzsanna Rutai, supra note 71,

119 Joy L. Daggs et al., supra note 43, at 242

120 Deon Minnie, supra note 79, at 50,

121 C, Emmanuel Ahia, supra note 8, at 67,

122 Deon Minnie, supra note 79, at 49.

123 Raphael Cohen-Almagor, Online Child Sex Offenders: Challenges and Counter-Measures 196, THE HOWARD JOURNAL OF
CRIMINAL JUSTICE VOL. 52, NO, 2, May 2013 (on file with the International Centre for Missing & Exploited Children).

124 Child Safety Online: Global Challenges and Strategies Technical Report, supra note 20, at 43,

125 [

== 165



o=

-

o3
rh

AL M|

I

J129%(Grooming), 0= £ Z{2171?

PR} oFge] Aol e girehel zkgo] tiEell A EAE mErks ool
Felg-g wPua, BEH BB Fos] 915 o] g9 120 Atk opEREAE S| ATl wh
=9 oF5 127 ] 3slAECIA 7BiAE oFBell AHLE 273 15 305AER) Tl
o 8T8 wlth1z e Aol Lejel 27 aiRle] AR SR Huke
wskow] 7bg 5 Al slsiA ol wize] Bt Fpolgik 125

oFgol] E=i1ehs] oln|AE BelFAL Ml Fe oFEell] JIF EeksriE op)
She 4715 oFF AR YEEA] SlA|slolol sl Wash Holof gk

AfLle] Hosfol] Sh= ofs 2730 Fofdt Fe/HE Hoxf Y

Arle] 7125 obEe] aF e ofdt BR/HA HEA= ofF Adslg AX2aL o] W
£ AXgY. o] MzE WE] 2], o] o o5 LS st o Aol F
B 2RIEE 239 Hol 1S & 9o o] AldlE WY 2FHlA & ¢ S5 Id
o}, 53 o]2fdk AMES ARrle] AR 2R dFE BRES ks AldlEge TRy
ofo} gt

Hl=rollA] 200083 20014 Atolel] rIddAE i de s gk A AR 18HME(460) X
o] Falrke] 71 B A9l ELE 12 o] AX 7 F tigF Hrbo] 715 T AUTAE)
Aulo] z|¢l(o]%, X1H, 71Ee] FF, WAPGEHAE) QL 130 o] wgjxl2 feleiAu
a257g317] I8 QlEYlE o]t} 131

Applo] 58l obE el HEs 7hesAl FoeM a7 PF9E WE, ofso] (22l B
Qo) 2F7E Bk Agsttol Frofgh B gl WA B aje)] tigh Ado] el EghEo]

of gt =3t AsthE F3 okse] st EX|dl thet dsi= Hk=A] Aditolof gitt

126 Deon Minnie, supra note 79,

127 Preliminary Findings Provide New Insight Into the Crime of Online Luring, Canadian Centre for Child Protection, Oct. 19,
2012, ar https://protectchildren. ca/app/en/media_release_online_luring (last visited Jun, 20, 2017) (on file with the International
Centre for Missing & Exploited Children).

128 14

129 Kimberly Mitchell et al., 7he Intemet and Family and Acquaintance Sexual Abuse, CHILD MALTREATMENT, VOL. 10, NO,
1, Feb. 2005, 49-60, ar http://www.unh.edu/ccre/pdf/jvg/CV93.pdf (last visited Jun. 30, 2017) (on file with the International
Centre for Missing & Exploited Children).

130 [/

131 1d

166 ==



o O[] Ao A 14X A7t QIAEIIZHOIA 16M] EAL OLS 0|2t & 6k= CH2 ARZXIoIA| =t
HioIth zlxo| HE & 2XF BIAX[7t O[0{M T 22l A2 UXRICt, Lot X|LEX| 20t “AHE0]
84 O0IXIE EULL AH0AE F20] & AS 27018 ME2 & O =&88e= HiLh A7t
HESIA AR =5 X021 L3kt 0|0|XIE T1H9) OHHXI0IAH] BTt EIRICE AH2 10012 7t
2ot 11 AH9| OfHXIACH= A0| BRIt 41N g2 Ofs Z=1einlE M& st &SR TEa)
7| #lahl OtsS Relet 127iof tish RZIE AEICE 1O gde 209 ¥ MuAD 24 = Y ES
HEE gL
YUIE| 22, g9 2819 YHATFE 1G] Dol A A 278 Fy 2016F 38 17, FAMEIAE &
QU0 5/7/r] 7f2E] ofilx] G of s FEk A 9] HZ 20 F Mol 20161F 82 2 A|etRARA
(*Peter Holley, The man who posed as his daughter’s online boyfiiend to get nude photos of her, Mar, 17, 2016,
WASHINGTON POST. John O'Brien, Herkimer county dad gets 20 years for tricking caughter into making porn,
Aug. 2, 2016, SYRACUSE.COM)

iﬂJIOﬂ

22f0] 27 SEE yEE A

a5 wmE evtel 2% g 3 Ak 8871
o] HA 127 Y=o 7HA|5kL 7;@}141-‘5 AL FlErh 132 ARk U, BE, Bl ¥ A
T AAskL Bt or Vel AdEby] 2l 28kel e whEA
rgets] Ageolwlojor shy YRl WHe] sht= A Thssfo k133 2eQl 7ol A
2t ook AdthE S 22 & vk AHEe] 3 aamAN AP EErd ofd SR 25

I:Ll
EE
Yy
o,
lo
ko
rlr
o
it
oo
2,
0
2l
FPN

N
N
[
4
ol
02{25

R = .
oA GYAF A PFOR ZHFElofof St
M 3 M1

ohF SEFl et o9 BBA AT

oV AgHzieh AR o9 BN v Fasih o] BIAL 7 v Mol
ol el AL Acskod) Rag A9 ATHoA WAt AL AL 5 9
7] 3T} 134 Zoof|x] AA|E HAZ 7R} 7AE7] e 71siAk
Aol st dd BEo] Mook shh= A 7PHA] Z3HDual Criminality provisions)-=
AleRAof gt o]fl 71 o] el TEAd e AdEoe| Ha Q7] whito|ct.135

Ir UE

:

132 Deon Minnie, supra note 79, at 34.

133 1d

134 Naomi Svensson, Extraterritorial Accountability: An Assessment of the Effectiveness of Child Sex Tourism Laws, 28 LOYOLA
OF LOS ANGELES INTERNATIONAL AND COMPARATIVE LAW REVIEW 641 (2006), ar
http://digitalcommons, Imu. edu/cgi/viewcontent, cgi?article=1611&context=ilr (last visited Sep. 15, 2017) (on file with the
International Centre for Missing & Exploited Children).

135 1d

== 167



OfS-¥4d Q8 £ J12Y(Grooming), HEH = AAUII?

W 7PRo] aFshe ARINE oF AuEAe] 7128 BAT 5 Y BE 434E A

371 Sl BB ol 71 - oPdHom 184 - o] HEER= e Fasith

20174 4€ EFM:HNMHW:$E7HNﬂ%§éa;ﬂﬂﬁﬂ'i1L1chﬂm3WH3wﬂm3
HH A Z2lo]Al e U= Aez X7 FHEUCE L2fo|A= SNS o A0 of 671E SOt
AHE 2230, 1149 =20t Hoet 715 ZHIE 01Z3UCh L2t0|A E ENESRE S PN == pvar)
2= 7}&0to IH‘_@ OILIES AS0P7|0I 78K O| 2L Z2f0|A= A0 O|=H1H 68E 2 S —é?—%
0 M| 5 A8 A0 SAUEAL SYN S LS D) S8 wdos ST Jis
= 5 of2) F(MolN 22 2 0l S He
9IE o= njMxIE 0
ALY UA ZE S HIZE OIE1E '-H':”:' al I—g ZE = qoraf rstEol ¥ Xy} 1}04%3_
A5 2H0| 0jF 1292 SRUME B0l Talolas AIZoIY
heE Gol # Ieelse] WA ol ol SaA FqeE 57 £ Solel B 207 5 192
NEWS.COMAU, HHS2 HEHLE AU 0290 8 2y 164 57 2] Y S50z njFez 2¢] 2017
= 5 19%[ ABC.NET AU(* Estranged wife of convicted killer Sean Price ‘horrified’ over claims he lured Sydney
girl to US for sex, May 19, 2017, NEWS COM AU, Kathleen Calderwood, Snapchat grooming: New York man
allegedly lures 16yo Sydney gitl to America for sex, My 19, 2017, ABC NET.AU)

H‘|
~
: b
ﬂl\ﬂJ
, 00
l
P
£0
]

opFe 22l 255 Fjae BHE ofe FAH A= A7 gojo}
ofal oFE-S (£efel B @mEle)) 17 halol] oja) o)W Alw FFEaA gojol 3

B S7pge o] 92e WEs| Mol ) Lehel 29 el AP olFL I3

2
2
£
oA
>
=
2L

15

o
O
aﬁ
Lo
i
)
>~
2
o
ey
Ay
o
t
rr
%
oz
fo! {
o
>
o
ol
Rl
ki

2y
i)
=2

2

15

FRl A7 o5 B ohE AH|2T) 55l ofFollA AFEElofo}

22l 27 AR obse] ARl ZheiAtel] osf FlkeEHS o of2fdk AlF Hjgke of
o] deld 2 vE AREET WS Pe v S g 10 ekl 2
< B3 ok shfjol] AS) = SiE FEvleitial =2 4 jlon webA of= ofFo]
o

AdE B oAl RES  IHh 1 RERleME ekl E IS A

o
L o

2
>
\
)
X
N
T
o)
0,
N
iy
=)
N
o
(03
o
o
v
®
N
o
\
!
g
o
I
o,
2
o
2,
o%
o
1
=
oft

f

il
ins
=
jus)
o,

By

X,
k
o,
e

S 5 Qeh13 AAA S PSSARKE olEe Evpen
MR BAE S A 5 ok P s S e

siatel eime} Aksld Zpxjgol Make Zeje 4 gl 10

B
d
i
2
ox,
o
)
92
r |
r
=
&

¥

136 Trisha Randhawa and Scott Jacobs, supra note 67, at 10,
1357 [

138 Helen Whittle et al., supra note 2, at 60

139 1d,

168 ==



ol ekl 17 Hj3f| ofgell that Fal Tt o5 Mu|2E AlEskaL ool Hsl vs)
Aol 71 74 °J°ﬂ7ﬂ MBS RYslal X5} 38 AL molF AL Fasir) 1l

AP EApoA] 501 ofFF BHE

HE AP Aatellr] F91o R sk FJEl ol Hoshs s Edfok sh A
A F8f ofs MZ(advocates) S 213 7ho|=2lS S¥sfloksh Qg ¢ CCIVE
o83t SAE 8fof gtk olet -8 AR A Tal obse] M W 774 Tl
o] ZA(EA) oA HAEHE 2714 T3 E WRElEE 2t 142

22}¢] 7o bjgt HAF g

oF Pyalel o] 53| e Mol i) AARS TSk AL Wle] o] 4
=

140 Child Safety Online: Global Challenges and Strategies Technical Report, supra note 20, at 42,

141 John Carr and Zoe Hilton, Combating child abuse images on the Internet — International Perspectives 73, INTERNET AND
CHILD ABUSE: CURRENT RESEARCH AND POLICY (2011), edited by Julia Davidson and Petter Gottschalk (on file with the
International Centre for Missing & Exploited Children).

142 Wendy Murphy, Zraumatized Children Who Participate in Legal Proceedings are Entitled to Testimonial and Participatory
Accommodations Under the Americans with Disabilities Act, ROGER WILLIAMS UNIVERSITY LAW REVIEW (2014), ar
http://rogerwilliamslawreview, org/files/2013/12/murphypdf, pdf (last visited Jun, 20, 2017) (on file with the International Centre
for Missing & Exploited Children).

143 A Viatims Guide to Sentencing, Victims of Violence, ar
http://www., victimsofviolence. on, ca/victim-information-library/a-victims-guide-to-sentencing/#mandatory-minimum-penalties-m
mps (last visited Jun, 30, 2017) (on file with the International Centre for Missing & Exploited Children).

144 Report to Congress: Mandatory Minimum Penalties in the Federal Criminal Justice System, Chapter 5, at
http://www. ussc. gov/sites/default/files/pdf/news/congressional-testimony-and-reports/mandatory-minimum-penalties/20111031-
rte-pdf/Chapter_05.pdf (last visited Jun, 30, 2017) (on file with the International Centre for Missing & Exploited Children).
See also, Evan Bernick and Paul J. Larkin, Jr., Reconsidering Mandatory Minimum Sentences: The Arguments for and against
Potential ~ Reforms, Heritage Foundation, Legal Memorandum  No, 114, Feb, 10, 2014, ar
http://thf_media.s3.amazonaws.com/2014/pdf/LM114. pdf (last visited Jun, 30, 2017) (on file with the International Centre for
Missing & Exploited Children).

145 [d

146 1

147 [

== 169



OFS-HAW M2 & 12%(Grooming), OEH| & ZoIp?

folof g, 1is

A FY 5 a0 g §F 5

Srpge A B 0 Age] Are ofF Lol 1FWUS RAG
2] 7ol ek AR e Fusjol ek AR Aol T AP o ves] 8
T AU PR A2 B a1 g2kl IRl tie B /1E aa v
23 e i axel it @4 Folselele Epsiop Gk

o Tlfate] tho]

* 7lalate} FsfAte] vholat
o At
o Wzl AlE H
o Fajrtete] ojrtige] A& Hw

o A=A Fairte] 5=t

o 221l 77 g HuA

o TafrtellA BuiAY 245t A4 U] A7t

o 22l Aol o]F QxElel yhde] WA

e T} o]} FX(complicity, conspiracy)

o A=A 9] &

o (FIoF A3iehA) heliatel el Atole] o]d #Al] 54

o TjshAte] 4 oluAE ThE AFES B e FHSHRE FCIE F

)

AR = Aa)d A

o
T - -1 g

148 Child Safety Online: Global Challenges and Strategies, supra note 20, at 12,

149 Bva J, Klain, Prostitution of Children and Child-Sex Tourism: An Analysis of Domestic and International Responses 47, National
Center for Missing & Exploited Children, ar https://www.ncjrs. gov/pdffiles1/Digitization/189251NCJRS. pdf (last visited Jun. 30,
2017) (on file with the International Centre for Missing & Exploited Children).

150 Sentencing Council, Sexual Offences Definitive Guidelines, UK, effective from Apr. 1, 2014, ar
http://www. sentencingcouncil, org, uk/wp-content/uploads/Final_Sexual_Offences_Definitive_Guideline_content_webl. pdf (last
visited Jul. 7, 2017) (on file with the International Centre for Missing & Exploited Children).

170 ==



)

47 F49 obF 28l 2L d84 A AFA disol a7EHE v #E EA0
ot AlAIETRE] ©RS Eehe A2 Ao, wE, FHs Ttk IAlH Ahdelld 22
l I tE FH9 ofF AAHE 2Hstee = o] ke 1He] dEs dgd
gt} VPR Aoldt e oFs AR o Y=
SAR= 71lRbE0] 714 Ths el B T ERE we S v |
e Algshe AAEA HIwe o] 24
HI2E S 228 279% gt o 2 skt ARl

294, 7H, IAA 2] B FJd =8s v o R dAIRIH

TAMHE T7FE0] ofFd] 22iQl AT FAIE s dsle|al 2 es: s ol He =
Hof| thet Aargtk 7|9kS Alggict, 2eu obse] A 2T
3] TR R|A] et ofF vivf|, L2 =T1eu] &} o] ofF 4 iﬂE%ﬂ%%@ﬂﬁOEﬂ-
T TES Ao EAIg) o] M 22kl 179 3 #d glom old A8
= 8ol % AolE Hojr eu ASHEHE obse] B #3t goke 221l IF
WA 545 71 ofsel tigh Ale)S FAIKCE thE x| oA

A2 xFAA 2011/93/EU A AR (directive)¥ro] Council Framework Decision
2004/68/JHAS thAIgh 2011 12¢ 13 oFs Akl Bl A&, ofs ==y 23S
At FHE3e] 22kl AFHCER F45 7H ofsol tigh Alo))et ofso] HP9E =
Z3HA opZ1etAY Adst /A2 9ol Frefske s sh= 2 22 vd HE qss T
AH o gEtt

R EREEE

J;
iy
a(i
ot
=
[t
o
(0]
i
ox,
U
X
i
fol

;O

g
o
4

£ 3
filo
rO
X
QL
=
WE
olo
QL
=
(L
=
Jii
—_
ok
L%
1
EO

|2 A ) 71
e A Tehs eolel 2R 2R 98 1 AR 59 () of WE
ofsiol He A 1% W AW W % APY wR g 227} Finfelof dik

o] FolM= I = =S e w7 A3 7 Wel F8 ARRkEe] Adxdnh

== 171



327 4 S RHE ] ols HoE 9l FORTALRH Fpsh)2 Shet 23] o, 1
S2E S5t Hoel A9, 718t digh A, =71 IA1d W g gl FeE B3l of
9 FHie] ololg BAR= Aol 24& Frt

TALRH] ok 2007'd 109 2595 E Zh=9] AgE ko 2010 7957H Al Edet
3=, Z20F 2ol Fholgh nisleds, A DALRE Yokl AHE 5 o visds
2 719 & = Qloh &A 4271 s]=e] ghalEE] Fekoll nlEdi o, 7l vlsldao] AHEl
o} HFEEAlE 2 AdE ol 152

TALZH| Pk obsel 14T Alerks] W] glo] A=A H ghe] fafigh S <l
28k}, o] Zoke AREA 7]%e] ALE STt WAIE 93] tie) web A4 E4S 7R
olFel tigk Alolg A H=EA FHIth1s PAfRH 2oF AW B alA(explanatory
report)ollA] &3] B1%, o] M= IR #AIE IAYAA HEE FEste] QIEUT =
Hlel Z& o]fsl= 71 98sk Wl tiE)] 2Pz s te
Th154 1 3polA o] Yok @E%Nﬂ S5 ol&st HIHE sds] s =A1A o
87d= AR,

* ARZE= “olE S 184 WRkI Algto R et “mlsiale AR e o] thidel

olgo= Ao}

* Al5, 6, 8% 7+ FAFTo] ofF B AL, oFF, Uyt thsol thel ok AR B oks

Shefell g T, w5, Q1A AL RIS AlE As e

* A2, 132eX= 23}, Il skl 3] of s Adstt B 23 o4l 7ol digh A<l

71@ogeo] AluE tiE)

* A8z IS E AoJstaL ofs A WHskE a7t

® Al20, 21z ok AFNEAR viZ, 225 x3h FAAgE ¥, Loz sh«/z)

HA g9 of5o] FolE vhETh
* A22x= 7 BAkol AJSE e AJAYE ool HoF= 9E HEssto gy

F o
19
O
_IE
ro,
o
(e}
filo
(4
-{m
oT
r r

151 Convention on the Protection of Children against Sexual Exploitation and Sexual Abuse (CETS 201), supra note 62

152 See, Convention on the Protection of Children against Sexual Exploitation and Sexual Abuse (CETS 201): Chart of Signatures
and Ratifications, at http://www.coe.int/en/web/conventions/full-list/-/conventions/treaty/201/signatures (last visited Jun, 20,
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155 Directive 2011/92/EU of the European Parliament and of the Council of 13 December 2011 on combating the sexual abuse
and sexual exploitation of children and child pormography, and replacing Council Framework Decision 2004/68/JHA,
http://eur-lex. europa. eu/legal-content/EN/TXT/HTML/ 2uri=CELEX:32011L0093&from=EN  (last ~ visited ~Jun. 27, 2017).
Corrigendum to Directive 2011/92/FEU, 2011/92/EU to be read as 2011/93/EU, hitp://db.eurocrim,org/db/en/doc/1715. pdf
(last visited Jun, 27, 2017).

156 National Implementing Measures (NIM) communicated by the Member States concerning: Directive 2011/92/EU of the
European Parliament and of the Council of 13 December 2011 on combating the sexual abuse and sexual exploitation of
children and child pornography, and replacing Council Framework Decision 2004/68/JHA, ar
http://eur-lex. europa. eu/legal-content/EN/NIM/ 2uri=CELEX:32011L0093 (last visited Aug. 20, 2017).

157 Denmark did not take part in the adoption of the Directive and is not bound by or subject to its application, See, Directive
2011/92/EU of the European Parliament and of the Council of 13 December 2011 on combating the sexual abuse and sexual
exploitation of children and child pornography, and replacing Council Framework Decision 2004/68/JHA, supra note 159, at
Paragraph 52.

158 Directive 2011/92/EU of the European Parliament and of the Council of 13 December 2011 on combating the sexual abuse
and exploitation of children and child pornography, supra note 159, at Article 22,

159 Id at Article 24,

160 Jd at Article 20

161 I at Paragraph 12

162 Jd at Paragraph 19,
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167 Kim-Kwang Raymond Choo, Responding to Online Child Sexual Grooming: An Industry Perspective No, 379, AUSTRALIAN
INSTITUTE OF CRIMINOLOGY, Jul, 2009, ar http://www.aic.gov.au/media_library/publications/tandi_pdf/tandi379. pdf (last
visited Jul, 20, 2017) (on file with the International Centre for Missing & Exploited Children).

168 Cristiana De Paoli, 7he Role of International Cooperation in Tackling Sexual Violence Against Children, at
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https://rm, coe,int/1680471128 (last visited Jul, 11, 2017) (on file with the International Centre for Missing & Exploited
Children),

169 Global operation targets child sexual abuse material exchanged via messaging apps, Apr. 18, 2017, INTERPOL, ar
https://www. interpol. int/en/News-and-media/News/2017/N2017-047 (last visited Jul 21, 2017) (on file with the International
Centre for Missing & Exploited Children).

170 [/

171" A National Strategy Plan provides a comprehensive, long-term blueprint for a country that seeks to prioritize a particular issue,

such as child protection or sexual exploitation, on its political, social and legislative agendas. It can be a very valuable tool
for helping relevant stakeholders to understand the scope of the issue and to establish cohesive policies, procedures,
standards, mechanisms, technologies, and other resources to address it.

172 The Ministry of Health and Social Affairs: Sweden, National Action Plan for Safeguarding Children from Sexual Exploitation
4, Article no, S.2008.024, Dec. 2007, at
http://www.government, se/contentassets/tb78975ee42f41349f782189thee929a/national-action-plan-for-safeguarding-children-fro
mrsexual-exploitation (last visited Aug, 18, 2017) (on file with the International Centre for Missing & Exploited Children),
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173 National Action Plan on Intemet Safety for Children and Young People, Scottish Government, Apr, 2017, at
http://dera.ioe ac,uk/28391/1/00516921.pdf (last visited Jul. 18, 2017) (on file with the International Centre for Missing &
Exploited Children).
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175 Id at 3, 13-14,

176 5Rights Youth Commission is a group of 18 young people ages 14-21 from all over Scotland investigating the online world

G

and the rights of young people in that space. See, YoungScot, 5Rights Youth Commission, at http://young.scot/5rights/ (last
visited Ju, 27, 2017); see also, Scottish Government, National Action Plan on Intemer Satety for Children and Young People,
at http://www. gov. scot/Publications/2017/04/1061/8 (last visited Jul. 27, 2017) (on file with the International Centre for
Missing & Exploited Children).

177 Stop it Now! Scotland is a national program focused on the prevention of child sexual abuse; they offer direct intervention
to individuals in the country who are worried about their “sexual thinking or behavior, have been recently arrested or are
a concerned family member”, Stop it Now! Scotland, at https://www. stopitnow, org, uk/scotland, htm (last visited Jul, 21, 2017)
(on file with the International Centre for Missing & Exploited Children

178 Operation Latisse is the first-ever national operation solely focused on the various forms of online sexual abuse; and this
project has identified over 500 children who were either victims or potential victims of online child sexual abuse or related
abuse, See, Thity million images of child sexual abuse recovered, Jul. 29, 2016, Police Scotland, ar
http://www. scotland, police, uk/whats-happening/news/2016/july/thirty-million-images-of-child-sexual-abuse-recovered-during-o
peration (last visited Jul. 21, 2017) (on file with the International Centre for Missing & Exploited Children).

179 National Framework for Protecting Australia’s Children 2009-2020, Jun, 2009, Australian Government Department of Social
Services, at
https://www.dss.gov.au/our-responsibilities/families-and-children/publications-articles/protecting-children-is-everyones-busines
S?HTIML (last visited Jul. 21, 2017) (on file with the International Centre for Missing & Exploited Children).
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182 Ministry of Health and Social Affairs, National Action Plan for Safeguarding Children from Sexual Exploitation 10, at
http://www. government. se/contentassets/fb78975ee42f41349f782189fbee929a/national-action-plan-for-safeguarding-children-fro
mesexual-exploitation (last visited Jul. 11, 2017) (on file with the International Centre for Missing & Exploited Children).

183 Id at 10.

184 I at 11,
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186 ECPAT Sweden, Comments to the fifth Swedish govemmental report from FECPAT Sweden 13, Feb, 28, 2014, ar

http://tbinternet. ohchr, org/Treaties/CRC/Shared%20Documents/SWE/INT_CRC_NGO_SWE_18037_E.pdf (last visited Jul. 25,
2017).

187 Government Offices of Sweden, Swedish Penal Code, Chapter 6, Sep. 22, 2014, at
http://www., government, se/contentassets/602a1b5a8d65426496402d99e19325d5/ chapter-6-of-the-swedish-penal-code_unoffical-t
ranslation_20140922, pdf (last visited Sep. 14, 2017) (on file with the International Centre for Missing & Exploited Children).

188 Australian Institute of Criminology, Online Child Grooming Laws, HIGH TECH CRIME BRIEF, NO, 17 (Apr. 2008), at
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http://aic, gov.au/media_library/publications/htcb/htcb017. pdf (last visited Jul. 20, 2017) (on file with the International Centre
for Missing & Exploited Children).

189 UN Office on Drugs and Crime (UNODC), Study on the Effects of New Information Technologies on the Abuse and
Exploitation of Children 57, 2015, at https://www.unodc, org/documents/organized-crime/cybercrime/Study_on_the_Effects, pdf
(last visited Jul, 25, 2017) (on file with the International Centre for Missing & Exploited Children).

190 Louise Tickle, How Police Investigators are Catching Paedophiles Online, THE GUARDIAN, Aug. 22, 2012, at
https://www.theguardian, com/social-care-network/2012/aug/22/police-investigators-catching-paedophiles-online  (last visited
Jul. 25, 2017) (on file with the International Centre for Missing & Exploited Children).

191 UNODC, supra note 193, at 43

192 Jon Taylor, Policing social networking sites and online grooming, INTERNET CHILD ABUSE: CURRENT RESEARCH AND
POLICY 126, 143, (Julia Davidson and Petter Gottschalk eds, 2011).

193 Id at 143. See also, Gregor Urbas, Protecting Children from Online Predators: The Use of Covert Investigation Techniques
by Law Enforcement, University of Canberra, JOURNAL OF CONTEMPORARY CRIMINAL JUSTICE 26(4) 410-425 (2010) (on
file with the International Centre for Missing & Exploited Children).

194 Juliane Kloess, supra note 86, at 132,

195 Jon Taylor, supra note 196, at 145,
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196 Federal Bureau of Investigation, 7he Federal Bureau of Investigation's Compliance with the Attorney General’s Investigative
Guidelines (Redacted), Special Report (2005), Chapter Four: The Attomey General’s Guidelines on FBI Undercover Operations
138, Office of the Inspector General, ar https://oig.justice. gov/special/0509/final. pdf (last visited Jul. 25, 2017) (on file with
the International Centre for Missing & Exploited Children).

197 Rachel Olding, Online grooming: Strike Force Trawler undercover police expose a dark world, Dec, 19, 2016, THE SYDNEY
MORNING HERALD, ar
http://www, smh, com, au/nsw/online-grooming-strike-force-trawler-undercover-police-expose-a-dark-world-20161215-gtc600. ht
ml (last visited Jul. 28, 2017) (on file with the International Centre for Missing & Exploited Children).

198 Nick Hansen and Sarah Crawford, Alleged Dee Why paedophile nabbed after dad’ tumed out to be undercover cops, Apr.
21, 2017, THE DAILY TELEGRAPH, ar
http://www. dailytelegraph. com, au/news/nsw/dee-why-paedophile-nabbed-after-dad-turned-out-to-be-undercover-cops/news-st
ory/87f9edf45chlacd8a4599ddcc9e7164e (last visited Jul, 28, 2017) (on file with the International Centre for Missing &
Exploited Children).
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201 Rachel Olding, supra note 201.
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202 The Sting Operation: How Law Enforcement Catches Online Predators, Aug, 25, 2016, TeenSafe, at
https://www.teensafe. com/blog/sting-operation-law-enforcement-catches-online-predators/ (last visited Aug. 22, 2017) (on file
with the International Centre for Missing & Exploited Children).

203 Gregor Urbas, supra note 197

204 Online Grooming and UK Law, supra note 82, at 10,

205 5 men arrested in child luring sting operation, Feb, 26, 2013, CBC NEWS, ar
http://www. cbe. ca/news/canada/nova-scotia/story/2013/02/26/ns-ice-child-luring-arrest. html (last visited Jul, 20, 2017 (on file
with the International Centre for Missing & Exploited Children); see also Crimes Amendment Act (No, 3) 2011, (on file with
the International Centre for Missing & Exploited Children); see also Legislation — Grooming, ar
http://www.safeline. gr/en/legislation/grooming (last visited Jul.. 20, 2017)

206 International Association of Internet Hotlines (INHOPE), Ar A Glance, at
http://www.inhope. org/gns/who-we-are/at-a-glance.aspx (last visited Jul. 20, 2017) (on file with the International Centre for
Missing & Exploited Children).
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208 National Center for Missing & Exploited Children (NCMEC), Cybertipline, at http://www.missingkids.com/cybertipline (last
visited Jul, 20, 2017) (on file with the International Centre for Missing & Exploited Children).
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210 Internet Watch Foundation (IWF), What We Do, at https://www.iwf.org, uk/about-iwf (last visited Jul. 20, 2017) (on file with
the International Centre for Missing & Exploited Children).

211 Internet Watch Foundation (IWF), IWF Annual Report 2016, at https://annualreport.iwf. org.uk/ (last visited Jul, 28, 2017) (on
file with the International Centre for Missing & Exploited Children).

212 TWF, supra note 214.

213 Canadian Centre for Child Protection, About Cybertip, ca, at https://www.cybertip.ca/app/en/about (last visited Jul. 28, 2017)
(on file with the International Centre for Missing & Exploited Children).

214 14

215 The Ministry of Health and Social Affairs: Sweden, supra note 176, at 35.

216 UNODC Continues Strengthening El Salvador Capabilities to Fight Crimes against Children Facilitated by Information and
Communication Technologies, United Nations Office on Drugs and Crime, at
http://www. unodc. org/ropan/en/unodc-continues-strengthenin-el-salvador-capabilities-to-fight-crimes-against-children-facilitate
d-by-information-and-communication-technologies. html (last visited Jul. 24, 2017) (on file with the International Centre for
Missing & Exploited Children).
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219 The Ministry of Health and Social Affairs: Sweden, supra note 176, at 22,

220 Childline = Info and advice, at
https://www. childline. org. uk/info-advice/friends-relationships-sex/sex-relationships/healthy-unhealthy-relationships/ (last
visited Jul. 24, 2017) (on file with the International Centre for Missing & Exploited Children),

221 Jessica Goodfellow, Childline unveils ‘ListenToYourSelfie campaign to tackle online grooming, THE DRUM, ar
http://www. thedrum, com/news/2016/09/19/childline-unveils-listentoyourselfie-campaign-tackle-online-grooming - (last visited
Jul. 20 2017) (on file with the International Centre for Missing & Exploited Children).

22 1d

225 Pete Henshaw, #ListenToYourSelfie campaign aims to tackle online sexual abuse, Sep. 21, 2016, SECED, ar
http://www. sec-ed. co, uk/news/listentoyourselfie-campaign-aims-to-tackle-online-sexual-abuse/ (last visited Jul. 24, 2017) (on
file with the International Centre for Missing & Exploited Children).
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225 Jessica Goodfellow, Childline unveils ‘ListenToYourSelfie campaign to tackle online grooming, THE DRUM, ar
http://www., thedrum. com/news/2016/09/19/childline-unveils-listentoyourselfie-campaign-tackle-online-grooming - (last visited
Jul. 20 2017) (on file with the International Centre for Missing & Exploited Children).
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Corporate Social Responsibility: Strengthening accountability in the Fight Against Sexual Exploitation of Children, 2012)

227 Kim-Kwang Raymond Choo, supra note 171,

228 Paedophiles using Clash of Clans and Instagram to groom children as young as seven, Jan. 5, 2016, MIRROR ONLINE, ar
http://www. mirror, co, uk/news/uk-news/paedophiles-using-clash-clans-instagram-7117707 (last visited Jul. 20, 2017) (on file
with the International Centre for Missing & Exploited Children).

229 Facebook Panic Button’ to Launch, HUFFINGTON POST, Aug, 11, 2010, ar
http://www., huffingtonpost. com/2010/07/12/facebook-panic-button-to-_n_642590.html (last visited Aug. 20, 2017) (on file with
the International Centre for Missing & Exploited Children).

230 [

231 Id

232 Fucebook Panic Button App Success, THE TELEGRAPH (Aug, 13, 2010) ar
www, telegraph, co, uk/technology/facebook/7944466/Facebook-panic-button-app-success, html (last visited Aug, 20, 2017) (on
file with the International Centre for Missing & Exploited Children).

233 Kim-Kwang Raymond Choo, supra note 171,
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Operators Argentina Launch Mobile Phone Theft and Child Protection Campaigns in Partnership with GSMA, Apr, 6,
2016)

234 How Do We Respond to Legal Requests or Prevent Harm?, Facebook, Jan, 30, 2015, ar
https://www.facebook. com/about/privacy; see also Guidelines for Law Enforcement, Twitter, 2014, at
https://support. twitter, com/articles/41949; See also, Information for Law Enforcement, Instagram, 2015, at
https://help. instagram, com/494561080557017/ (last visited Jul. 20, 2017) (on file with the International Centre for Missing &
Exploited Children).

235 Information for Law Enforcement Authorities — Emergency Requests, Facebook Safety Center,
https://www.facebook. comy/safety/groups/law/guidelines/; Guidelines for Law Enforcement — Emergency disclosure requests,
Twitter, at https://support. twitter, com/articles/41949#14; and Information for Law Enforcement, Instagram — Emergency
Requests, Instagram, at https://help.instagram,com/494561080557017/ (last visited Jul, 24, 2017).

236 Zack Whittaker, Microsoft, CEOP Adds Panic Button to IES to Fight Online Child Abuse, 7D NET (Feb, 9, 2010)
http://www. zdnet, com/article/microsoft-ceop-adds-panic-button-to-ie8-to-fight-online-child-abuse/ (last visited Jul. 20, 2017)
(on file with the International Centre for Missing & Exploited Children).

237 Id

238 How to help your kids use social websites more saftely, MICROSOFT,
http://www. microsoft. com/security/family-safety/kids-social .aspx, (last visited Jul. 20, 2017); see also Online predators: Help
minimize the risk, MICROSOFT, http://www.,microsoft. com/security/family-safety/predators.aspx (last visited Jul. 20, 2017) (on
file with the International Centre for Missing & Exploited Children).
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239 Family Safety Basics, Google, at http://www.google.lk/safetycenter/families/start/basics/ (last visited Jul, 23, 2017) (on file
with the International Centre for Missing & Exploited Children).

240 Family Online Safety Institute, Making the Internet a Better and Safer Place: A Global Directory of the Online Safety Space,
at http://fosigrid.org/about (last visited Jul. 23, 2017); See also, Google Safety Center, Google, at
http://www. google. Ik/goodtoknow/ .

241 A Parents” Guide to Mobile Phones, ConnectSafely, ar http://www.connectsafely, org/wp-content/uploads/mobile_english, pdf
(last visited Jul, 23, 2017) (on file with the International Centre for Missing & Exploited Children).

242 11 Mobile Parental Controls from AT&T, Verizon, Sprint & T-Mobile, Your Sphere, at
http://Internet-safety. yoursphere. com/2011/09/mobile-parental-controls-att-verizon-sprint-t-mobile/ (last visited Jul. 20, 2017);
see also Sara Yin, Parental Control Apps for Smartphones, PC MAG, http://www.pcmag. com/article2/0,2817,2407509,00.asp
(last visited Jul, 20, 2017) (on file with the International Centre for Missing & Exploited Children).

243 Panic Button, Safe Kidzone, ar http://safekidzone, com/features/panic-button/ (last visited Aug. 20, 2017) (on file with the
International Centre for Missing & Exploited Children).
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244 11 Mobile Parental Controls from AT&T, Verizon, Sprint & T-Mobile, Your Sphere, ar
http://Internet-safety. yoursphere. com/2011/09/mobile-parental-controls-att-verizon-sprint-t-mobile/ (last visited Jul. 20, 2017);
see also Sara Yin, Parental Control Apps for Smartphones, PC MAG, http://www.pcmag. com/article2/0,2817,2407509,00.asp
(last visited Jul, 20, 2017) (on file with the International Centre for Missing & Exploited Children).

245 Aaron Katersky, Online Gaming is Becoming Predators’ Playground, Apr, 5, 2012, ABC NEWS, ar
http://abenews, go.com/US/online-gaming-predators-playground/story ?id=16081873 (last visited Jun. 16, 2017) (on file with the
International Centre for Missing & Exploited Children),

246 Joseph Goldstein, Video-Game Companies Agree to Close Sex Offenders’ Online Accounts, Apr, 5, 2012, NEW YORK TIMES,
ar http://www.nytimes. com/2012/04/06/nyregion/video-game-systems-close-sex-offenders-online-accounts, html ?mcubz=2  (last
visited Jun. 16, 2017) (on file with the International Centre for Missing & Exploited Children).

247 Amanda Lenhart, et al., Teens, Technology & Friendship, Aug. 6, 2015, Pew Research Center, at
http://www, pewinternet, org/2008/09/16/teens-video-games-and-civics/ (last visited Jun, 16, 2017) (on file with the
International Centre for Missing & Exploited Children),

248 Joseph Goldstein, supra note 250,
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251 NSPCC, Minecraft: A parent’s guide, at
https://www. nspce. org. uk/preventing-abuse/keeping-children-safe/online-safety/minecraft-a-parents-guide/ (last visited Jul. 25,
2017) (on file with the International Centre for Missing & Exploited Children).

252 Runescape, Parent’s Guide, at https://support. runescape.com/hc/en-gb/articles/206747519-Parent-s-Guide (last visited Jul, 25,
2017) (on file with the International Centre for Missing & Exploited Children).

253 Wizard101, A Safe Game for Kids, at https://www.wizard101,com/game/kid-safe (last visited Jul, 26, 2017) (on file with the
International Centre for Missing & Exploited Children),

254 poptropica, FAQs, atr http://www.,poptropica,com/Poptropica-FAQ html (last visited Jul. 25, 2017) (on file with the
International Centre for Missing & Exploited Children).

255 Id

256 1d

257 Carron Fox and Gunes Kalkan, Barnardo’s Online Grooming Survey 2016, Dec, 2016, at
http://www, barnardos, org, uk/barnardos-online-grooming-survey-2016, pdf (last visited Aug. 24, 2017) (on file with the
International Centre for Missing & Exploited Children).
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203 Wendy Smith-Yau, Research Monitor December 2016, Youth Justice Board for England and Wales, Dec. 2016, at
https://yjresourcehub, uk/our-community/resources-for-sharing/item/download/473_086970e71d310e2e2e3b4a7799262386, html
(last visited Sep. 18, 2017) (on file with the International Centre for Missing & Exploited Children),
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